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April 25, 2024 

VIA ELECTRONIC MAIL 

Attorney General Anthony Brown 
Office of the Attorney General 
Identity Theft Unit 
200 St. Paul Place 
Baltimore, MD 21202 
IDTheft@oag.state.md.us

Dear Attorney General Brown: 

We represent Berry, Dunn, McNeil & Parker, LLC (“BerryDunn”) with respect to a data security
incident involving the potential exposure of certain personally identifiable information (“PII”)
described in more detail below. BerryDunn, an accounting, assurance, and consulting firm located 
in Bangor, ME, is providing this notice on behalf of its covered entity clients. BerryDunn is 
committed to answering any questions you may have about the data security incident, its response, 
and steps taken to prevent a similar incident from occurring in the future.

1. Nature of security incident. 

On September 14, 2023, BerryDunn was notified that one of its vendors, ZZ Enterprises, LLC, 
d/b/a Reliable Networks (“Reliable”), a managed service provider of BerryDunn’s Health 
Analytics Practice Group (“HAPG”), had discovered suspicious network activity that was 
impacting its network, including systems it managed on behalf of HAPG. BerryDunn immediately
implemented its incident response protocols, and engaged cybersecurity experts to assist with 
determining what occurred and whether any data was compromised. The investigation found that 
an unauthorized actor gained access to Reliable’s network and took some data stored on the HAPG
systems. BerryDunn engaged a vendor to conduct an in-depth review of the impacted data to 
determine what personal information may have been impacted and identify any individuals for 
whom the personal information belongs. This review was completed on April 2, 2024. From this 
review, it appears that some combination of individuals’ names, addresses, dates of birth, Social 
Security numbers, health insurance policy numbers, Medicare or Medicaid numbers, state or 
governmental ID numbers, passport numbers, and limited medical information was contained in 
the impacted data.
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2. Number of residents affected. 

Thirty-five (35) Maryland residents may have been affected and were notified of the incident. A 
notification letter was sent to the potentially affected individuals on April 25, 2024. A copy of the 
form notification letter is enclosed. 

3. Steps taken in response. 

Since this incident, BerryDunn has taken steps to secure the HAPG data, such as decommissioning 
all BerryDunn systems under Reliable’s control and migrating all HAPG data to secure internal 
BerryDunn systems that are continually monitored as part of our cybersecurity program. In 
addition, impacted individuals were offered 12 months of credit monitoring and identity protection 
services through IDX. 

4. Contact information. 

BerryDunn takes the security of the information in its control seriously and is committed to 
ensuring it is appropriately protected. If you have any questions or need additional information, 
please do not hesitate to contact me at jschwent@clarkhill.com or (312) 985-5900.

Sincerely, 

CLARK HILL 

Jason M. Schwent 










