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April 29, 2024 

VIA ELECTRONIC MAIL 

Attorney General Anthony G. Brown 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Re: Incident Notification 

Dear Attorney General Brown, 

I write on behalf of Notions Marketing, Inc. (“Notions”), acting as outside counsel to Notions. 
Pursuant to Maryland Code Commercial Law 14-3504, I am writing to notify you of a potential 
compromise of personal information involving one (1) Maryland resident.

I. Description of Incident

On March 15, 2024, Notions Marketing, Inc. (“Notions”) discovered abnormal behavior on its
systems and immediately began to assess and contain the incident. Notions discovered a third-
party vendor’s laptop was compromised and that an unauthorized actor was exploiting the 
account of that vendor to access Notions’ systems. Immediately after discovering this
unauthorized access, Notions launched an investigation and took steps to contain and remediate 
the incident. Notions restricted the vendor account’s access to Notions’ systems, removed 
malicious files, conducted an analysis of Notions’ systems, and reset administrative passwords. 

Notions promptly engaged independent third-party computer forensics, analytics, and data 
mining experts to determine if any personal information was impacted and, if so, with whom it 
was associated. On March 29, 2024, Notions’ investigation confirmed that some of Notions’
information, which may have included personal information, had been exfiltrated or accessed 
without authorization. The categories of personal information that may have been impacted as a 
result of this incident include: name, address, telephone number, date of birth, and Social 
Security number. Notions’ investigation also determined that some of the information exfiltrated 
from Notions’ systems may have been published to the dark web by the relevant hackers. 
Notions has notified law enforcement of this incident.
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Notions’ investigation into the full scope of this incident is still underway. However, Notions has 
determined that the incident began on January 31, 2024. Notions was able to fully contain its
systems one day after detection, on March 16, 2024.

At this time, Notions’ investigation indicates that only one (1) resident of Maryland was 
impacted by this incident. 

II. Remedial Steps Taken in Response to the Incident 

Immediately upon detecting this incident, Notions took steps to secure its environment from 
further risk, began remediation and recovery efforts, and launched an investigation in partnership
with third-party cybersecurity experts. Notions is continuing to monitor for any developments 
that may arise and Notions’ response efforts are still underway. At this time, Notions has
implemented additional administrative and technical safeguards to enhance the security of its 
systems and prevent similar incidents from occurring in the future, including by conducting an 
overhaul of its endpoint monitoring systems. Notions has restricted vendor access to its internal 
systems and is reviewing its vendor management protocols to enhance the security of its systems.
Notions is also providing impacted individuals with free credit monitoring and identity theft 
protection services through Experian for twenty-four (24) months. Finally, Notions is providing 
impacted individuals with resources, including a call center, through which they can learn more 
about the incident and how to properly protect themselves. 

III. Notification to the Affected Residents

To comply with our notification obligations, Notions will be mailing a notification letter to the 
affected Maryland resident substantially in the same form as the letter attached as Exhibit A no 
later than April 30, 2024. 

If you have any questions or require any additional information regarding this incident, please do 
not hesitate to contact me.

Sincerely, 

Jennifer Daniels 
Partner
Blank Rome LLP

Enclosure 
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EXHIBIT A 

Please see attached. 



Notice of Data Breach 

Notions Marketing, Inc. (“Notions”, “we”, “us”, “our”) is writing to inform you of a data security incident that involved 
your personal information. Notions values its employees and is committed to protecting your personal information, which is 
why we are writing to explain what happened, what information was involved, our response, and provide you with 
resources to further protect your personal information. 

What Happened?

On March 15, 2024, Notions discovered abnormal behavior on our systems and immediately began to assess and contain 
the incident. We discovered a third-party vendor’s laptop was compromised and that an unauthorized actor was exploiting 
the account of that vendor to access our systems. Immediately after discovering this unauthorized access, we launched an 
investigation and took steps to contain and remediate the incident. We restricted the vendor account’s access to our 
systems, removed malicious files, conducted an analysis of our systems, and reset administrative passwords. 

We promptly engaged independent third-party computer forensics, analytics, and data mining experts to determine if any
personal information was impacted and, if so, with whom it was associated. On March 29, 2024, our investigation 
confirmed that some of Notions’ information, which may have included your personal information, had been exfiltrated or
accessed without authorization. Our investigation also determined that some of the information exfiltrated from our systems 
may have been published to the dark web by the relevant hackers. We have notified law enforcement of this incident. 

Our investigation into the full scope of this incident is still underway. However, we have determined that the incident began 
on January 31, 2024. Notions was able to fully contain our systems one day after detection, on March 16, 2024. 

What Information Was Involved?

At this time, we have determined that the categories of your personal information that may have been impacted as a result 
of this incident include: name, address, telephone number, date of birth, and social security number. 

What We Are Doing. 

We are committed to protecting the information you have entrusted to us. Immediately upon detecting this incident, we 
took steps to secure our environment from further risk, began remediation and recovery efforts, and launched an 
investigation in partnership with third-party cybersecurity experts. We have notified law enforcement of the incident and 
are continuing to monitor for any developments that may arise. Notions has implemented additional administrative and 
technical safeguards to further enhance the security of the information in our possession and to help prevent similar 
incidents from happening in the future. 
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Additional Resources 
Order Credit Report 
We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to one free credit 
report annually from each of the three major credit reporting bureaus. To order your free credit report, visit 
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit 
bureaus directly to request a free copy of your credit report. 

Place A Fraud Alert 
At no charge, you can also have these credit bureaus place a "fraud alert" on your file that alerts creditors to take
additional steps to verify your identity prior to granting credit in your name. Note, however, that because it tells creditors 
to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency verifies your
identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud alerts on your file. 
Should you wish to place a fraud alert, or should you have any questions regarding your credit report, please contact any
one of the agencies listed below.

Experian Equifax TransUnion

Address Experian Fraud Division 
P.O. Box 9554

Allen, TX 75013

Equifax Consumer Fraud 
Division 

PO Box 740256 
Atlanta GA 30374 

TransUnion LLC 
P.O. Box 2000 

Chester, PA 19016

Website www.experian.com www.equifax.com www.transunion.com 

Phone 1-888-397-3742 1-800-685-1111 1-800-888-4213

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three 
bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. You will receive 
confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for your review.
An initial fraud alert will last for one year. 

Place A Security Freeze 
You may also place a security freeze, also known as a credit freeze, on your credit reports. A security freeze prohibits 
a credit bureau from releasing any information from a consumer's credit report without the consumer's written 
authorization. However, please be advised that placing a security freeze on your credit report may delay, interfere 
with, or prevent the timely approval of any requests you make for new loans, credit mortgages, employment, housing, 
or other services. Under federal law, you cannot be charged to place, lift, or remove a security freeze. You will need 
to place a security freeze separately with each of the three major credit bureaus listed above if you wish to place a 
freeze on all your credit files. Please contact the Credit Reporting Agencies listed above to find out more on how to
place a security freeze. 

To request a security freeze, you will need to provide some or all the following information to the credit reporting 
agency, depending on whether you do so online, by phone, or by mail: 

1. Your full name (including middle initial as well as Jr., Sr., II, Ill , etc.) 
2. Social Security Number
3. Date of Birth 
4. If you have moved in the past five (5) years, the addresses where you have lived over the prior five years 
5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or deed 
6. A legible photocopy of a government issued identification card (state driver’s license or ID card, military

identification, etc.)
7. Social Security Card, pay stub, or W2 
8. If you are a victim of identity theft, include a copy of either the police report, investigative report, or 

complaint to a law enforcement agency concerning identity theft. 

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a security freeze 
on your credit report, based upon the method of your request. The credit bureaus must also send written confirmation to you 
within five (5) business days and provide you with a unique personal identification number (PIN) or password (or both) that 
can be used by you to authorize the removal or lifting of the security freeze. It is important to maintain this PIN/password in 
a secure place, as you will need it to lift or remove the security freeze. 
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