




<<Return Address>>
<<City>>, <<State>> <<Zip>>

<<First Name>> <<Last Name>>
<<Address1>> <<Address2>>
<<City>>, <<State>> <<Zip>>

<<Date>>

Notice of Data Breach

Dear <<First Name>> <<Last Name>>, 

What Happened 

This letter is to inform you that, on or around March 25, 2024, Guy’s Floor Service, Inc. became aware that we had 
suffered a ransomware attack. The attacker encrypted certain files and demanded payment of a ransom in order to decrypt 
the files. We refused to pay anything and were able to recover all encrypted files. We also terminated the attacker’s access 
to the system shortly after discovering the attack. 

We care about your privacy and your personal information and wanted to provide you notice as soon as we could learn 
enough details about what occurred. We encourage you to take the precautions offered in this letter.

What Information Was Involved 

The compromised information included your name, date of birth, address and social security number.

What We Are Doing 

We have implemented additional safeguards to improve data security and have successfully built a new cloud based web
server infrastructure. We successfully removed the threat actor from our system and rest passwords. We also have engaged 
our IT team and retained legal representation to assist with handling this matter as well. 

We are offering identity theft protection services through IDX, A ZeroFox Company, the data breach and recovery
services expert. IDX identity protection services include: [12 months/24 months] of credit and CyberScan monitoring, a 
$1,000,000 insurance reimbursement policy, and fully managed id theft recovery services. With this protection, IDX will 
help you resolve issues if your identity is compromised.

Enrollment Code: <<XXXXXXXX>>

To Enroll, Scan the QR Code Below: 

Or Visit:
https://app.idx.us/account-creation/protect 








