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Re: Paul Stuart Inc. —Incident Notification
Dear Sir or Madam:

McDonald Hopkins PLC represents Paul Stuart Inc. (“Paul Stuart”). I am writing to provide
notification of an incident at Paul Stuart that may affect the security of personal information of
twenty-nine (29) Maryland residents. By providing this notice, Paul Stuart does not waive any
rights or defenses regarding the applicability of Maryland law or personal jurisdiction.

On October 28, 2023, Paul Stuart experienced a network security incident that impacted some
operations. Upon learning of this issue, Paul Stuart immediately commenced a prompt and
thorough investigation working very closely with external cybersecurity professionals
experienced in handling these types of incidents to determine whether there was any
unauthorized access to protected information. After an extensive forensic investigation and
document review, Paul Stuart discovered on March 20, 2024, that between October 26, 2023 and
October 28, 2023, a limited amount of information stored on our network may have been
accessed and/or acquired by an unauthorized individual. The information potentially accessed
includes full name, address, driver’s license number, passport number, Social Security number,
financial information, credit card information, tax identification number, medical information,
and health insurance information. The type of impacted information varies by individual and not
all elements were necessarily impacted. The information impacted for the twenty-nine (29)
Marylend residents incluces name, health insurance information, financial information, driver’s
license number, and Social Security number.

Paul Stuart has no indication that any of the information has been used for identity theft or
financial fraud. Nevertheless, out of an abundance of caution, Paul Stuart is providing notice to
the affected residents commencing on April 23, 2024, in substantially the same form as the
document attached hereto. Paul Stuart is also offering complimentary credit monitoring to the
impacted residents who had their Social Security number impacted. Additionally Paul Stuart will
advise the affected residents to always remain vigilant in reviewing financial account statements
for fraudulent or irregular activity on a regular basis. Paul Stuart will further advise the affected
residents about the process for placing a fraud alert and/or security freeze on their credit files and
obtaining free credit reports. The affected residents are also being provided with the contact
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information for the consumer reporting agencies and the Federal Trade Commission and the
Maryland Attorney General

At Paul Stuart, protecting the privacy of personal information is a top priority. Paul Stuart is
committed to maintaining the privacy of personal information in its possession and has taken
many precautions to safeguard it. Paul Stuart continually evaluates and modifies its practices to
enhance the security and privacy of the personal information it maintains.

If you have any additional questions, please contact me at (248)402-4066 or

hshumaker@mcdonaldhopkins.com.
Very truly yours,

e

N
Heather Shumaker

Encl.
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Paul Stuart

We are writing with important information regarding a recent cyber security incident at Paul Start Inc. (“Paul Stuart™) that
may involve your personal information. We wanted to provide you with information about the incident, tell you about the
services that we are providing to you. and let you know that we continue to take significant measures to protect your
information.

What Happened?

On October 28, 2023, Paul Stuart experienced a network security incident that impacted some operations.

What We Are Doirig.

Upon leaming of this issue, we immediately commenced a prompt and thorough investigation working very closely with
external cybersecurity professionals experienced in handling these types of incidents to detennine whether there was any
unauthorized access to protected information. After an extensive forensic investigation and document review, we discovered
on March 20, 2024, that between October 26. 2023 and October 28, 2023, a limited amount of information stored on our
netwozk may. have been accessed and/or acquired by an unauthorized individual.

'PWz"ar Diformation Was Invelved?

The impacted information includes your full name |G

What You Can Do

.We l:ave no evidence that vour information has been misused for identity theft or financial fraud. Nevertheless. out

of an-abundance of caution, we want to make you aware of the incident. To protect you from potential misuse of your
information, we are providing you with access to | NN of Ideutity Defense Total.

This product helps detect possible misuse of your personal information and provides you with identity protection services
focused on immediate identification and resolution of identity theft. Identity Defense Toral is completely free to you and
enrolling in this program will not huit your credit score. For more information on identity theft prevention and Identity
Defense Total, including instructions on how to activaie your complimentary two-year membership. please see the
additional information provided in this letter.

“This letter also provides other precautionary measures you can take to protect your personal information, including placing

a iraud alert and’or secmlty freeze on your credit files, and/or obtaining a free credit report. Additionally. you should always
remain vigilant in reviewing your financial account statements and credit reports for fraudulent or irregular activity on a
regular basis,



For More Information

; _.Please accept our apologles that this incident occurred. We are committed to maintaining the privacy of personal
information in our. possession and will continue to take many precautions to safeguard it. We continually evaluate and
modify our p;actlces to enhance the security and privacy of your personal information. -

If you have any further questions regarding this incident, please call our dedicated and confidential toll-free
response line at - This response line is staffed with professionals familiar with this incident and
knowledgeable on what you can do to protect against misuse of your information. The response line is available for 60
days from the date of this letter, between the hours of 8:00 a.m. to 8:00 p.m. Eastern time, Monday through Friday,
excluding holidays.

Sincerely, . - .

Trevor Shimpfky
President and CEO
Paul Stuari inc.

18 East 45 Street
New York, NY 10017




‘The dea
‘and your Identity Defense code will no longer be active. If you do not enroll by | you will not

—~ OTHER IMPORTANT INFORMATION -

Enrollmg in Complimentary [ Month Credit Momtoru_lg
Re—
- m-) § !dentlty DEfe Nnse Enter your Activation Code: | N
. f _ Enrollment Deadline: NG
I Service Term: G
Identlty Defense Total
Key Features

e 3-Bureau Credit Monitoring
Monthly Credit Score and Tracker (VantageScore 3.0)
Real-Time Authentication Alerts
~ High-Risk Transaction Monitoring
- Address Change Monitoring
" Dark Web Monitoring
Wallet Protection
Security Freeze Assist
$1 Million Identity Theft Insurance**

Section 1,01  Enrollment Instructions
To enroll in Identity Defense, visit app.identitydefense..com/enrollment/activate/
. 1.- - Enter your unique Activation Code
.' i "Enter -your-Activation Code and click.‘Redeem Code’.
2. Create Your Account
Enter your email address, create your password, and click ‘Create Account’.
3. Register
Enter your legal name, home address, phone number, date of birth, Social Security Number, and click ‘Complete
. Account’.
4. Complete Activation
Click ‘Contmue to Dashboard’ to finish enrolling.

in¢ to enroll |s— After N (< enrollment process will close,
be able to take advantage of Identity Defense, so please enroll before the deadline.

If you need assistance with the enrollment process or have questions regarding Identity. Defense, please call Identity
Defense_directly at 866.622.9303.

2... Obtam and Momtor Your Credit Report

‘Under federal law you are entltled to one free credit report every 12 months from each of the three major nationwide credit

reporting- ‘companies. “ You can obtain a free copy of your credit report by calling 1-877-322-8228, visiting
www.annualcreditreport.com, or by completing an Annual Credit Report Request Form and mailing it to Annual Credit
Report Request Service, P.O. Box 105281, Atlanta, GA 30348. You can access the request form at
https://www.annualcreditreport.com/index.action. Alternatively, you can elect to purchase a copy of your credit report by
contacting one of the three national credit reporting agencies. The three nationwide credlt reporting agencies' contact

H.mfonnauon are prov1ded below

& 2 Equgfax Bl B e | e W Experian TransUnion
" -P.O. Box 105069 ' P.O. Box 9554 Fraud Victim Assistance Department
Atlanta, GA 30348-5069 - Allen, TX 75013 P.0. Box 2000
- https://www.equifax.com/personal/credit-  https://www.experian.com/fraud/  Chester, PA 19016-2000
report-services/credit-fraud-alerts/ center.html hitps://www.transunion.com/fraud-alerts

(800) 525-6285 (888) 397-3742 (800) 680-7289



Once you receive your credit reports, review them for discrepancies. Identify any ‘accounts you did not open or inquiries
from creditors that you did not authorize. Verify all information is correct. If you have questions or notice incorrect
information, contact the credit reporting company.

-3 Placmz a Fraud Alert on Your Credlt File.

Whether: or riot you choose to use the credrt monitoring services, we recommend that you place an initial 1-year “fraud

alert” on ° your credit files, at no charge. An initial fraud alert is free and will stay on your credit file for at least twelve
months. The alert-informs creditors of possible fraudulent activity within your report and requests that the creditor contact
you before establishing any accounts in your name. To place a fraud alert, call any one of the three major credit bureaus at
the numbers listed below. As soon as one credit bureau confirms your fraud alert, théy will notify the others. Additional
information is available at https://www.equifax.com/personal/credit-report-services/credit-fraud-alerts/.

",Equax B s e Experian TransUnion
-P.O.-Box: 105069 - - P.O. Box 9554 Fraud Victim A551stance Department

_TAtlanta GA 30348 5069 ' Allen, TX 75013 P.O. Box 2000

"7 https://www.equifax. com/personal/credit-  https://www.experian.com/fraud/  Chester, PA 19016-2000
report-services/credit-fraud-alerts/ center.html ‘https://www.transunion.com/fraud-alerts
(800) 525-6285 (888) 397-3742 (800) 680-7289

4, Placing a Security Freeze on Your Credit File.

i _Followmg is general information about how to request a security freeze from the three credit reporting agencies at no charge.
- "While we: be11eve ‘this -information: is accurate, you should contact each agency for the most acciirate and up-to -date

;mformatlon A securlty freeze prOhlbltS a credit reporting agency from releasing any information from a consumer’s credit

‘report without written authorization. However, please be aware that placing a security freeze on your credit report may

delay, interfere with, or prevent the timely approval of any requests you make for new loans, credit, mortgages, employment,
housing; or other services. There might be additional information required, and as such, to find out more information, please
contact the three nationwide credit reporting agencies (contact information provided below) You may place a security
freeze on your credit report by contacting all three nationwide credit reporting companies-at the numbers below and

following the stated dlrectrons or by sendmg a request in writing, by mail, to all three credlt rcportmg companies:

quifax Securtty Freeze e e Experlan Securujv Freeze .T rans Umon Securlty Freeze
A P.O; Box 105788 - e e P.O. Box 9554 P.O. Box 160
- Atlanta, GA 30348- 5788 ‘ Allen, TX 75013 Woodlyn, PA 19094 -
“_https://www.equifax.com/personal/credit-  http://experian.com/freeze https://www transunion.com/credit-
"“report-services/credit-freeze/ (888) 397-3742 freeze
. (888)-298-0045 . . (888) 909-8872

In order to place the security freeze, you will need to supply your name, address, date of birth, Social Security number and

-other personal information. After receiving your freeze request, each credit reporting company will send you a confirmation
‘letter. containing a umque PIN'(personal identification number) or password. Keep the PIN or password in a safe place. You
-wrll need 1t if you choose to lift the freeze.

,If your personal information_ has been used to file a false tax return, to open an account or to attempt to open an account in
your name or to commit fraud or other crimes against you, you may file a police report in the City in which you currently
reside.

If you do place a security freeze prior to enrolling in the credit monitoring service as described above, you will need to

"'rcmove the freeze in order to sign up for the credit monitoring service. After you sign up for the credit monitoring service,
' you may refreeze your cred1t file.




" Protecting Your Medical Information.

We ‘have no ev1dence that your medical information involved in this incident was or will be used for any unintended
purposes However the followmg practlces can provide additional safeguards to protect against medical identity theft.

T e Only'share your health insurance cards with your health care prov1ders and other fam11y members who are covered

. -under your insurance plan or who help you with your medical care.

e Review your “explanation of benefits statement” which you receive from your health insurance company. Follow
up with your insurance company or care provider for any items you do not recognize. If necessary, contact the care
provider on the explanation of benefits statement and ask for copies of med1cal records from the date of the potential

.. access (noted above) to current date.
< Ask your insurance. company for a current year-to-date report of all services paid for you as a beneficiary. Follow
p with your insurance company or the care provider for any items you do not recognize.

,;,Additlonal Helgful ‘Resources.

Even 1f you do not find any suspicious activity on your initial credit reports, the Federal- Trade Commission (FTC)
‘recommends that you check your credit reports periodically. Checking your credit report periodically can help you spot
problems and address them quickly. ‘

If you findsuspicious activity on your credit reports or have reason to believe your information is being misused, call your
“local-law enforcement agency: and file a police report. Be sure to obtain a copy of the police report, as many creditors will
want the mformatwn it contains to absolve you of the fraudulent debts. You may also file a complaint with the FTC by
"contactmg them on the web at www.ftc.gov/idtheft, by phone at 1-877-IDTHEFT (1-877-438-4338), or by mail at Federal
“Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580. Your complaint

will be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible to law enforcement for their

investigations In addition, you may obtain information from the FTC about fraud alerts and security freezes.

Maryland Resndents You may obtain information about avoiding identity theft from the Maryland Attorney General’s
Office: Ofﬁce of the. Attomey General of Maryland, Consumer Protection Division, 200 St. Paul Place Baltimore, MD
"21202 https //www marylandattorneygeneral gov/, Telephone: 888- 743 0023.

,General’s Ofﬁce Ofﬁce of the Attorney General, The Capitol, Albany, NY 12224- 0341 https //ag ny.gov/consumer-
frauds-bureau/identity- theft; Telephone: 800-771-7755.

North Carolina Residents: You may obtain information about preventing identity theft from the North Carolina
Attorney General’s Office: Office of the Attorney General of North Carolina, Consumer Protection Division, 9001 Mail
Service Center, Raleigh, NC 27699-9001, www.ncdoj.gov/, Telephone: 877-566-7226 (Toll-free within North Carolina),
. 919-716-6000.. ‘

: ;-"'J:Washmgton D.C. Res1dents -You may obtain information about preventing identity theft from the Office of the Attorney
- General for- the Dlstr1ct of Columbla 400 6th Street NW, Washington D.C. 20001, https://oag.dc.gov/consumer-
‘protection Telephone 202-442-9828.




