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Re: State of Maine — Supplemental Notice re: MOVEit Data Security Incident

To Whom It May Concern:

This supplemental notice is provided on behalf of our client, the State of Maine, and relates to the security
incident initially reported to your office on or around November 9, 2023 (the “Initial Notice”).

As initially reported, on May 29, 2023, the State of Maine became aware of a software vulnerability in
MOVEit, which is a popular file transfer tool owned by Progress Software and used by the State and certain
agencies to send and receive data. The software vulnerability was exploited by a group of cybercriminals
and allowed them to access and download files belonging to the State between May 28, 2023, and May 29,
2023.

We previously informed you that this incident affected 777 Maryland residents. These individuals were
notified through various channels, including a nationwide media press release, the State's website, postal
mail, and email (where contact information was readily available).

Upon further review of the affected files, the State has concluded that a total of 1,103 Maryland residents
were involved in this incident. Consequently, a second round of notifications was issued on April 11, 2024.
The State's toll-free call center continues to be available to address any questions or concerns from those
impacted by this incident and is expected to remain operational until August 15, 2024.

For additional details relating to the incident, please refer to the State’s Initial Notice.

Should you have any questions regarding this matter or if we can be of any further assistance to the
residents affected by this incident, please contact me at (949) 622-2786 or sadia.mirza@troutman.com.

Sincerely,

I

Sadia Mirza



