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Dear Attorney General: 

We are writing on behalf of our client, The Boxoffice Company (the “Company”) to notify

you of a security event. On April 4, 2024, the Company identified a disruption to its services 

related to a compromise of some its systems. Upon detection, the Company promptly took steps 

to stop the unauthorized activity and took certain systems offline. The Company began an 

investigation with assistance from a cybersecurity firm and a ransom note was found. The 

Company also notified law enforcement. The Company has contained the unauthorized activity

and not identified any new unauthorized activity since April 4, 2024.

During the event, the unauthorized actor downloaded some Company files. Once the 

Company identified the affected information, the Company began a process to determine whether 

any personal information was affected and to whom it relates. The Company recently determined 

that personal information was in the affected systems and was downloaded on April 4, 2024. The 

Company has been working to identify the specific information involved, to whom it belongs, and 

their contact information. Affected information may include passport and Social Security Number. 

The Company is committed to safeguarding its systems and information. The Company

has taken steps to deploy additional safeguards onto its systems, including reinforcing its security, 

authentication, and verification practices, reviewing its systems to enhance security monitoring 

and controls.

As the Company worked to identify the affected information, all potentially impacted 

Company personnel were informed of the event on April 19, 2024 and provided with an offer of 

two years of complimentary credit monitoring and identify restoration services. The information 

of approximately 5 Maryland residents was affected in the incident. The Company began notifying 

Maryland residents via U.S. postal mail and e-mail on June 18, 2024. A sample notice is attached 

as Attachment A.
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If your office requires any further information in this matter, please contact me at +1 206-

839-4300 or JSantiesteban@orrick.com.

Sincerely, 

Joseph Santiesteban 

Partner

Orrick, Herrington, & Sutcliffe, LLP



 
 

 

 

 

 

What we are doing: 

We are working with cybersecurity experts to deploy additional safeguards onto our systems, including rotating 
credentials, reinforcing our security practices, and actively reviewing our systems to enhance security
monitoring and controls. The Company has also rebuilt the entire environment in a new cloud infrastructure with 
significant security and operational improvements. 

We are also offering you a complimentary 24-month membership to Experian IdentityWorks, which provides you 
with identity detection and resolution of identity theft. 

To activate your membership and start monitoring your personal information please follow the steps below: 

• Ensure that you enroll by: September 30, 2024 (Your code will not work after this date.) 
• Visit the Experian website to enroll: https://www.experianidworks.com/credit 
• Provide your activation code:  
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Re: Notice of [Extra2]

Sample A. Sample

We are writing to inform you that some of your personal information was recently impacted when we were the
victim of a cybersecurity attack. Please read this notice carefully, as it provides up-to-date information on what
happened and what we are doing, as well as information on how you can obtain complimentary credit
monitoring.

What happened?

On April 4, 2024, The Boxoffice Company identified a disruption to our services related to a compromise of
some our systems. Once we identified the unauthorized activity, we promptly took steps to shut it down and
successfully ejected the unauthorized actor from our environment. A forensic firm was engaged to investigate
what happened and what data may have been affected. We also notified law enforcement and are working to
add further protections to harden our systems.

What personal information was involved?

During the incident, the unauthorized actor downloaded some company files. Once we identified the affected
files, we began a process to determine whether any personal information was affected and to whom it relates.

We recently determined that your [Extra1] was downloaded on April 4, 2024.

ABCDEFGHI

ATTACHMENT A - SAMPLE INDIVIDUAL NOTICE





Attachment A – ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN 
IDENTITYWORK MEMBERSHIP

 
 
 
 

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks: 

• Experian credit report at signup: See what information is associated with your credit file. Daily credit 
reports are available for online members only.*

• Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud. 
• Identity Restoration: Identity Restoration specialists are immediately available to help you address credit 

and non-credit related fraud. 
• Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration support 

even after your Experian IdentityWorks membership has expired. 
• $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic 

fund transfers.

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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If you have questions about the product, need assistance with Identity Restoration that arose as a result of this
incident or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s
customer care team at 1-833-931-5888 by September 30, 2024. Be prepared to provide engagement number
B120302 as proof of eligibility for the Identity Restoration services by Experian.





ADDITIONAL RESOURCES 

Your state attorney general may also have advice on preventing identity theft, and you should report instances 
of known or suspected identity theft to law enforcement, your state attorney general, or the FTC. 

Colorado and Illinois residents: You may obtain information from the Federal Trade Commission and the 
credit reporting agencies about fraud alerts and security freezes.

Iowa Residents: The Attorney General can be contacted at Office of Attorney General of Iowa, Hoover State 
Office Building, 1305 E. Walnut Street, Des Moines, Iowa 50319; +1 (515) 281-5164; 
www.iowaattorneygeneral.gov.

North Carolina Residents: The Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 
27699-9001; +1 (877) 566-7226 (Toll-free within North Carolina); +1 (919) 716-6400; or www.ncdoj.gov. 

New Mexico Residents: You have rights under the federal Fair Credit Reporting Act (FCRA), which governs 
the collection and use of information pertaining to you by consumer reporting agencies. For more information 
about your rights under the FCRA, please visit https://www.consumer.ftc.gov/sites/default/files/articles/pdf/pdf-
0096-fair-credit-reporting-act.pdf or www.ftc.gov. 

New York Residents: The Attorney General can be contacted at the Office of the Attorney General, The 
Capitol, Albany, NY 12224-0341; +1 (800)-771-7755; or www.ag.ny.gov. 

For Arizona, California, Iowa, Montana, New York, North Carolina, Washington and West Virginia 
residents: You may obtain one or more (depending on the state) additional copies of your credit report, free of
charge. You must contact each of the credit bureaus directly to obtain such additional report(s).
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