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Sent on behalf of A�y. Sarah A. Sargent 

Dear Attorney General Brown: 

Our firm represents Manitou Equipment America, LLC and Manitou North America, LLC (“Manitou”), 
Wisconsin-based manufacturing companies. Manitou hereby formally submits notification of a recent data 
incident pursuant to Md. Code Com. Law § 14-3501 et seq. Manitou reserves the right to supplement this notice 
with any significant details learned subsequent to this submission. By providing this notice, Manitou does not 
waive any rights or defenses regarding the applicability of Maryland law, including the applicability of Md. 
Code Com. Law § 14-3501 et seq., the applicability of any other laws of this or any other state, or the existence 
of personal jurisdiction over Manitou. 

On December 24, 2023, Manitou became aware that an unauthorized third party had gained access to 
some of Manitou’s systems and deployed ransomware on December 8, 2023. Immediately upon learning of the 
incident, Manitou isolated the impacted environment and began an investigation with the help of a leading 
forensic security firm that specializes in data security incidents to analyze the impacted data and identify 
potentially impacted individuals. After restoring its systems and servers, reviewing the results of the 
investigation, and assessing what information was impacted, Manitou determined on April 30, 2024, that 
personal information of current and former employees of Manitou, current or former dealers and suppliers of 
Manitou, and dependents of the foregoing was accessed and/or acquired by the unauthorized third party during 
this incident. The impacted information varied for each individual but generally included name, date of birth, 
address, Social Security Number, credit or debit card number, financial account number, employee benefits 
information and related records, driver’s license number, passport number, Taxpayer Identification Number, or 
other government issues identification number. At this time, Manitou does not have evidence that any fraud or 
identity theft has occurred as a result of this incident. 

In light of the foregoing and out of an abundance of caution, Manitou has decided to notify your office 
(via this letter) and the 57 Maryland residents potentially affected by this incident via U.S. Mail on or about 
June 27, 2024. Samples of the notification letters are attached hereto as Exhibit A.  

In addition to providing notice to you through this letter, Manitou took immediate steps once notified to 
assess, isolate, and mitigate the impact of the incident. In addition to conducting a full investigation and providing 
notice to impacted individuals, Manitou also took additional actions to improve and monitor the security of its 
systems. 

 
Please do not hesitate to contact me if you have any questions regarding this matter. 
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Sincerely, 
 
Sarah A. Sargent 
 
Sarah Sargent, CIPP/US, CIPP/E, CIPM | Attorney (she/her/hers) 
414.287.9450 direct | SSargent@gklaw.com 

 
This is a transmission from the law firm of Godfrey & Kahn, S.C. and may contain informa�on which is privileged, confiden�al, and protected by the a�orney-client or 
a�orney work product privileges. If you are not the addressee, note that any disclosure, copying, distribu�on, or use of the contents of this message is prohibited. If 
you have received this transmission in error, please destroy it and no�fy us immediately at (414) 273-3500. 


























