
 

 
New York Life Insurance Company 
(A Delaware Corporation) 
51 Madison Avenue 
New York, NY  10010 

 
June 17, 2025 
 
Via E-Mail: IDTheft@oag.state.md.us 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
 
Re:  Information Security Incident Affecting 6 Maryland Residents 
 
To Whom it May Concern: 
 
Pursuant to MD. Code Ann., Com. Law §14-3501, we are sending this letter to notify you of an information 
security incident. 
 
On April 17th, 2024, we became aware of suspicious activity on our website that occurred in early April. 
We promptly conducted an investigation to determine the nature and scope of the issue. Our 
investigation concluded on May 31, 2024. We determined that an unauthorized party obtained some of 
our clients' usernames and passwords for their New York Life MyNYL.com online accounts and used 
them in a credential-stuffing attack to access these accounts. We have no reason to believe that the 
compromised usernames and passwords were obtained from New York Life. As a result of the 
unauthorized access to clients' accounts, personal information, including names, addresses, email 
addresses, and phone numbers, may have been viewed. 
 
Upon discovering this incident, we deactivated the affected accounts and instructed our clients to re-
register for online access. Despite our actions, unauthorized transactions were made on some accounts. 
To the extent an unauthorized transaction was made on a client’s account, New York Life has reversed 
the transaction. We have also flagged the affected policy numbers in our system so that additional 
verification protocols can be utilized if anyone attempts to access these accounts.  
 
Notifications were mailed to impacted customers on June 28, 2024, and enclosed are samples of the 
letters sent to the 6 residents of your state. There is one version of the letter for individuals who had 
unauthorized transactions made on their accounts that were reversed or reimbursed, and another 
version of the letter for individuals whose accounts did not have unauthorized transactions. The letters 
all include one year of complimentary credit monitoring from Equifax Credit Watch Gold Service. 
 
Please feel free to contact me at (212)576-5244 if you have any questions or require additional 
information. 
 
Sincerely, 
/s/ Justin Keslowitz 

 



 

Justin Keslowitz 














