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200 St. Paul Place 

Baltimore, MD 21202 

Idtheft@oag.state.md.us 

Re: Notice of Security Incident 

To Whom It May Concern: 

We are providing the following notice of a security incident on behalf of our client, Dallas County, Texas. 

Although the impacted information varies based on the individual at issue and their relationship with the 

County, this incident impacted 37 Maryland residents. 

The County began notifying impacted individuals of the incident on July 10, 2024, through various 

communication channels, including through a nationwide media press release, website notice, and postal 

mail. 

What Happened?

As the County previously shared with its residents and partners, on October 19, 2023, the County became 

aware of a cybersecurity incident affecting a portion of its environment. Upon detection, the County

promptly took steps to contain the incident and engaged third-party cybersecurity specialists to perform a 

comprehensive investigation, including to determine what data may be involved. 

Dallas County initially provided notice of this incident on October 31, 2023, through its dedicated website. 

On January 9, 2024, Dallas County updated its website to provide individuals with information on how to 

protect their personal information and an offer for complimentary credit monitoring for any individual 

concerned about the incident or their information while the County completed its investigation. 

The County recently completed its investigation and is now actively notifying impacted individuals through 

various communication channels. This includes notice through nationwide media, an update to its dedicated 

website (www.dallascounty.org/about-us/hot-links/notice-cybersecurity-incident.php), and letter mail for 

individuals whose contact information was available. The County is also offering two years of 

complimentary credit monitoring and identity theft protection services to individuals whose Social Security

or taxpayer identification numbers were involved. 

What Information Was Involved?

The County might hold information about individuals for several reasons: they could be a resident, an 

employee, or they might have received services from or interacted with one of the County’s agencies (e.g., 

Department of Health and Human Services). Additionally, the County participates in data sharing 

agreements with other organizations to enhance the services offered to its residents and the public. 



Although the information affected by this incident varies based on the individual and their association 

with the County, this incident primarily involved the following information: name; Social Security

number (SSN); date of birth; driver’s license/state identification number; and taxpayer identification 

number. For some individuals, certain types of medical information (e.g., diagnosis or conditions 

information) and health insurance information may be involved. 

Remedial Steps Taken 

Upon becoming aware of the incident, the County promptly initiated measures to secure its information. 

This included an extensive deployment of an Endpoint Detection and Response (EDR) tool across servers 

and endpoints connected to County networks, forcing password changes for all users to grant access to its 

systems, and blocking ingress and egress traffic to IP addresses identified as malicious, among others. The 

County also engaged external cybersecurity specialists to investigate the nature and scope of the incident 

and conduct a comprehensive investigation to determine what information was involved.

The County established a dedicated call center for individuals to call with any questions or concerns 

relating to the incident. The phone number is 1-888-330-2852 and representatives are available Monday

through Friday, 9 AM to 9 PM ET. Individuals may also visit Dallas County’s dedicated website, 

available at https://www.dallascounty.org/about-us/hot-links/notice-cybersecurity-incident.php, for the 

latest information pertaining to this incident. 

Should you have any questions or concerns about this matter, please do not hesitate to contact me using 

the information provided below. 

Sincerely, 

Sadia Mirza 

Direct: 949.622.2786 

Email: sadia.mirza@troutman.com 














