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VIA EMAIL 

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Idtheft@oag.state.md.us 

Re: Notice of Security Incident 

To Whom it May Concern:

I am writing on behalf of MarineMax, Inc. (“MarineMax”) to inform you that notice is being sent to 

Maryland residents regarding a data incident in which MarineMax was the victim of a cyberattack that 

resulted in certain personal information being accessed without authorization. 

I. Nature of the Security Incident 

On March 10, 2024, MarineMax discovered that it was the victim of a cybersecurity incident that impacted 

a limited portion of its information environment. Upon discovery, it immediately investigated the incident 

with the assistance of forensics experts. The investigation determined that an unauthorized actor obtained 

access to its environment from March 1, 2024 to March 10, 2024. The investigation also determined that 

the unauthorized actor was able to acquire some of MarineMax’s files, which contained personal 

information. 

II. Number of Residents Affected and Notified 

The affected files contain the personal information belonging to 2,375 Maryland residents. The impacted 

data varied for each individual but may have included an individuals’ name, Social Security number, 

driver’s license number (active and expired), expired passport information, financial account number, credit 

card information (active and expired), medical information, or health insurance information. 

Notices were sent to impacted individuals by U.S. mail on July 16, 2024. 

III. Steps MarineMax has Taken to Address the Incident 

To help protect against a similar attack in the future, MarineMax has implemented additional security

measures and continues to aggressively monitor its environment. MarineMax also notified the Federal 

Bureau of Investigation of the incident. In addition, MarineMax arranged to have Experian help protect the 

affected individuals from identity theft by offering, free of charge, 24 months of credit monitoring. It also 

provided an explanation of additional steps that affected individuals may consider taking, free of charge, to 

further protect themselves, including checking credit reports, utilizing fraud alert services and placing a 

security freeze on credit reports. Enclosed is a copy of the notification letter sent to individuals. 
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Please contact me if you have any questions. 

Sincerely, 

Shardul Desai 

Enclosure 







free of charge. If you wish, you can renew the fraud alert at the expiration of this initial period. As soon as one 
credit agency confirms your fraud alert, the others are notified to place fraud alerts on your file. 

Equifax®

P.O. Box 105069
Atlanta, GA 30348-5069
1-800-685-1111
https://www.equifax.com/per
sonal/credit-report-
services/credit-fraud-alerts 

Experian 
P.O. Box 9554
Allen, TX 75013-9701
1-888-397-3742 
www.experian.com/fraud/
center.html 

TransUnion®

P.O. Box 2000
Chester, PA 19016-1000
1-800-680-7289
https://www.transunion.
com/fraud-alerts 

Security Freeze 
Federal law also allows consumers to place, lift or remove a security freeze on their credit reports at no charge.
A security freeze prohibits a credit reporting agency from releasing any information from a consumer's credit 
report without written authorization. Be aware that placing a security freeze on your credit report may delay,
interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages, 
employment, housing, or other services. 

To place a security freeze on your credit report, you must send a written request by regular, certified, or overnight 
mail at the addresses below to each of the three major credit reporting agencies: Equifax (www.equifax.com); 
Experian (www.experian.com); and TransUnion (www.transunion.com). You may also request the security freeze 
through each of the credit reporting agencies’ websites or over the phone: 

Equifax®

P.O. Box 105788 
Atlanta, GA 30348-5788
1-888-298-0045 
https://www.equifax.com/personal/help/
place-lift-remove-security-freeze/

Experian 
P.O. Box 9554 
Allen, TX 75013
1-888-397-3742 
www.experian.com/
freeze/center.html 

TransUnion®

P.O. Box 160
Woodlyn, PA 19094 
1-888-909-8872 
www.transunion.com/
credit-freeze 

In order to request a security freeze, you will need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.); 
2. Social Security Number; 
3. Date of birth; 
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior 

five years; 
5. Proof of current address such as a current utility bill or telephone bill; 
6. A legible photocopy of a government issued identification card (state driver's license or ID card, 

military identification, etc.); 
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or

complaint to a law enforcement agency concerning identity theft; and 
8. If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa, 

MasterCard, American Express or Discover only). Do not send cash through the mail. 

The credit reporting agencies have three (3) business days after receiving your request to place a security freeze 
on your credit report. The credit bureaus must also send written confirmation to you within five (5) business days 
and provide you with a unique personal identification number (PIN) or password, or both that can be used by you 
to authorize the removal or lifting of the security freeze. 

To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must 
call or send a written request to the credit reporting agencies by mail and include proper identification (name, 
address, and social security number) and the PIN number or password provided to you when you placed the 
security freeze as well as the identities of those entities or individuals you would like to receive your credit report 
or the specific period of time you want the credit report available. The credit reporting agencies have three (3) 0001091
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