
Michele Veltri 
Office: (267) 930-2297
Fax: (267) 930-4771 
Email: mveltri@mullen.law

411 Theodore Fremd, Ste 206S 
Rye, NY 10580

Mullen.law

July 29, 2024

Re: Notice of Data Event 

To Whom It May Concern: 

We represent NX Automotive Logistics USA, Inc. (“NXAL”) located at 13900 OH-287, East 
Liberty, Ohio 43319, and are writing to notify your office of an incident that may affect certain 
personal information relating to five (5) Maryland residents. By providing this notice, NXAL does 
not waive any rights or defenses regarding the applicability of Maryland law, the applicability of 
the Maryland data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On May 27, 2024, NXAL detected irregular activity within its computer network. NXAL 
immediately launched an investigation into the nature and scope of the incident and took steps to 
contain the incident. The investigation determined that on May 27, 2024, an unknown, 
unauthorized actor gained access to certain computer systems and potentially accessed and/or 
acquired files stored on those computer systems.

NXAL undertook a thorough review of the relevant files to identify individuals with personal 
information in the files. The work to identify individuals and address information recently
concluded. 

The information that could have been subject to unauthorized access or acquisition includes name, 
Social Security number, and driver’s license number. 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us
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Notice to Maryland Residents 

On or about July 29, 2024, NXAL provided written notice of this incident to five (5) Maryland 
residents. Written notice is being provided in substantially the same form as the letter attached 
here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering suspicious activity, NXAL moved quickly to investigate and respond to the 
incident, assess the security of NXAL systems, and identify potentially affected individuals. 
Further, NXAL reported the incident to federal law enforcement. NXAL is also working to 
implement additional safeguards and training to its employees. NXAL is providing access to credit 
monitoring services for one (1) year, through Experian, to individuals whose personal information 
was potentially accessed or acquired, at no cost to these individuals.

Additionally, NXAL is providing individuals with guidance on how to better protect against 
possible misuse of their information, including advising individuals to report any suspected 
incidents of identity theft or fraud to their credit card company and/or bank. NXAL is providing 
individuals with information on how to place a fraud alert and security freeze on one’s credit file, 
the contact details for the national consumer reporting agencies, information on how to obtain a 
free credit report, a reminder to remain vigilant for incidents of fraud and identity theft by
reviewing account statements and monitoring free credit reports, and encouragement to contact the 
Federal Trade Commission, their state Attorney General, and law enforcement to report attempted 
or actual identity theft and fraud.

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-2297.

Very truly yours, 

Michele Veltri of 
MULLEN COUGHLIN LLC

MTV/asm 
Enclosure 
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Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589

July 29, 2024

L7597-L01ENGAGE#

NOTICE OF [SECURITY INCIDENT] / [DATA BREACH]

Dear Sample A. Sample:

NX Automotive Logistics USA, Inc. (“NXAL”) writes to inform you of an incident that may affect some of
your information. This letter provides you with details about the incident, our response, and resources available
to you to help protect your information from possible misuse, should you determine it is appropriate to do so.

What Happened? On May 27, 2024, NXAL detected irregular activity within our computer network. In
response, we immediately took steps to contain the incident and launched an investigation to determine the
nature and scope of the activity. Our investigation determined that on May 27, 2024, an unknown, unauthorized
actor gained access to certain computer systems and potentially accessed and/or acquired files stored on those
computer systems.

Following this determination, NXAL undertook a thorough review of the relevant files to identify individuals
with personal information in the files. The review process recently concluded.

What Information Was Involved? The information identified in the reviewed files included your name and the
following: [Extra1]. NXAL is not aware of any actual or attempted misuse of your information in connection
with this incident.

What We Are Doing. NXAL takes this incident and information security very seriously. Upon discovery of this
incident, we moved quickly to investigate the incident and assess the security of our network. As part of our
ongoing commitment to information security, we are reviewing our policies and procedures and implementing
additional security measures to further protect against similar incidents going forward. We reported the incident
to law enforcement and notified state regulators, as required.

As an added precaution, we would like to offer you ## months of complimentary access to identity monitoring
services through Experian. If you wish to receive these services, you must follow the below enrollment
instructions as we are unable to activate these services on your behalf.

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud and by
reviewing your accounts for any suspicious activity related to the use of your information, including with
respect to financial or other accounts in your name. You can find more information about obtaining a free copy
of your credit report, protecting against potential identity theft and fraud, and other resources available to you in
the enclosed Steps You Can Take to Help Protect Personal Information. You may also enroll in the
complimentary identity monitoring services available to you; detailed instructions for enrolling in these services
are enclosed.





STEPS YOU CAN TAKE TO HELP PROTECT PERSONAL INFORMATION 

Enroll in Monitoring Services 

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss 
how you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your 
situation with an agent, it is determined that identity restoration support is needed then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred 
from the date of the incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; 
and assisting you with contacting government agencies to help restore your identity to its proper condition).

 
 
 

 
 
 

 Ensure that you enroll by October 31, 2024 (Your code will not work after this date.) 
 Visit the Experian IdentityWorks website to enroll: www.experianidworks.com/credit 
 Provide your activation code:  

 
 
 
 

 
 

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

 Experian credit report at signup: See what information is associated with your credit file. Daily credit 
reports are available for online members only.*

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration specialists are immediately available to help you address 

credit and non-credit related fraud.
 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration 

support even after your Experian IdentityWorks membership has expired.
 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic 

fund transfers. 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 0000001
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To help protect your identity, we are offering complimentary access to Experian IdentityWorksSM for ## months.

Please note that Identity Restoration is available to you for ## months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www.ExperianIDWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also encourage you to activate the
fraud detection tools available through Experian IdentityWorks as a complimentary ##-month membership. This
product provides you with superior identity detection and resolution of identity theft. To start monitoring your
personal information, please follow the steps below:

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this
incident, or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s
customer care team at 1-833-918-1845 by October 31, 2024. Be prepared to provide engagement number
ENGAGE# as proof of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR ##-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP





theft, consumers will likely need to provide some proof that they have been a victim. Instances of known or
suspected identity theft should also be reported to law enforcement and the relevant state Attorney General. This 
notice has not been delayed by law enforcement. 

For Maryland residents, the Maryland Attorney General may be contacted at: 200 St. Paul Place, 16th Floor,
Baltimore, MD 21202; 1-410-576-6300 or 1-888-743-0023; and https://www.marylandattorneygeneral.gov/. 

For New York residents, the New York Attorney General may be contacted at: Office of the Attorney General, 
The Capitol, Albany, NY 12224-0341; 1-800-771-7755; or https://ag.ny.gov. 

For North Carolina residents, the North Carolina Attorney General may be contacted at: 9001 Mail Service 
Center, Raleigh, NC 27699-9001; 1-877-566-7226 or 1-919-716-6000; and https://www.ncdoj.gov.
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Atentamente,

Jeffrey A. Sprague 
Vicepresidente 
NX Automotive Logistics USA, Inc. 
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Para más información. Entendemos que pueda tener preguntas sobre este incidente que no se abordan en esta
carta. Si tiene más preguntas o necesita ayuda, póngase en contacto con nosotros al 1-833-918-1845 entre las
Lunes a Viernes entre 9 am y 9 pm ET, excepto los días feriados en EE. UU.





Debe Monitorear Sus Cuentas 

Según la ley de EE. UU., un consumidor tiene derecho a un informe crediticio gratuito al año de cada una de las 
tres principales agencias de información crediticia, Equifax, Experian y TransUnion. Para solicitar un informe 
crediticio gratuito, visite www.annualcreditreport.com o llame a la línea gratuita al 1-877-322-8228. Los 
consumidores también pueden contactar directamente a las tres principales agencias de informes crediticios que 
se indican a continuación para solicitar una copia gratuita de su informe crediticio. 

Los consumidores tienen derecho a colocar una "alerta de fraude" inicial o extendida en un expediente de crédito 
sin costo alguno. Una alerta de fraude inicial es una alerta de 1 año que se coloca en el expediente de crédito de 
un consumidor. Al ver una alerta de fraude en el expediente de crédito de un consumidor, la empresa está obligada 
a tomar medidas para verificar la identidad del consumidor antes de otorgar un nuevo crédito. Si el consumidor
es víctima de robo de identidad, tiene derecho a una alerta de fraude extendida, que dura siete años. Si el 
consumidor desea colocar una alerta de fraude, debe ponerse en contacto con cualquiera de las tres principales 
agencias de información crediticia que se indican a continuación. 

Como alternativa a la alerta de fraude, los consumidores tienen derecho a colocar un “congelamiento de crédito"
en un informe crediticio, lo cual prohibirá que una agencia de crédito libere información en el informe de crédito 
sin la autorización directa del consumidor. Un congelamiento de crédito está diseñado para prevenir que se 
aprueben créditos, préstamos y servicios a nombre de un consumidor sin su consentimiento. Sin embargo, los 
consumidores deben ser conscientes de que el uso de un congelamiento de crédito para tomar el control sobre 
quién tiene acceso a la información personal y financiera en su informe de crédito puede retrasar, interferir o 
prohibir la aprobación oportuna de cualquier petición o solicitud posterior que hagan con respecto a un nuevo 
préstamo, crédito, hipoteca o cualquier otra cuenta que implique la extensión de crédito. De conformidad con la 
ley federal, no se puede cobrar a los consumidores por colocar o eliminar un congelamiento de crédito en su 
informe crediticio. Para solicitar un congelamiento de crédito, es probable que los consumidores tengan que 
proporcionar algunos o todos los siguientes datos:

1. Su nombre completo (incluyendo la inicial del segundo nombre y sufijos como Jr., Sr., II, III, etc.) 
2. Número de Seguro Social 
3. Fecha de nacimiento
4. Las direcciones donde ha vivido durante los últimos cinco años 
5. Comprobante de dirección actual, como una factura de servicios públicos o de teléfono 
6. Una fotocopia legible de una tarjeta de identificación emitida por el gobierno (licencia de conducir estatal 

o tarjeta de identificación, identificación militar, etc.) 
7. Si es víctima de un robo de identidad, una copia de un informe policial, un informe de investigación o de 

la denuncia presentada ante un organismo policial en relación con el robo de identidad.

Si el consumidor desea congelar su crédito o solicitar una alerta de fraude, póngase en contacto con las tres 
principales agencias de información crediticia que se indican a continuación:

Equifax Experian TransUnion 
https://www.equifax.com/personal/

credit-report-services/ https://www.experian.com/help/
https://www.transunion.com/credit-

help 
1-888-298-0045 1-888-397-3742 1-800-916-8800 

Equifax Fraud Alert, P.O. Box 
105069 Atlanta, GA 30348-5069

Experian Fraud Alert, P.O. Box 
9554, Allen, TX 75013

TransUnion Fraud Alert, P.O. Box 
2000, Chester, PA 19016 

Equifax Credit Freeze, P.O. Box 
105788 Atlanta, GA 30348-5788 

Experian Credit Freeze, P.O. 
Box 9554, Allen, TX 75013

TransUnion Credit Freeze, P.O. 
Box 160, Woodlyn, PA 19094 

Información adicional 

Los consumidores pueden informarse mejor sobre el robo de identidad, las alertas de fraude, la congelación del 
crédito y las medidas que pueden tomar para proteger su información personal contactando a las agencias de 
información al consumidor, la Comisión Federal de Comercio o al Fiscal General de su Estado. Puede contactar
a la Comisión Federal de Comercio en: 600 Pennsylvania Avenue NW, Washington, D.C. 20580; 
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