
King & Spalding LLP
1180 Peachtree Street N.E. 
Atlanta, GA 30309-3521
Tel: +1 404 572 4600 
Fax: +1 404 572 5100 

www.kslaw.com 
Phyllis B. Sumner 
Direct Dial: +1 404 572 4799
Direct Fax: +1 404 572 5100
psumner@kslaw.com 

September 4, 2024 

Anthony G. Brown 
Maryland Attorney General 
Saint Paul Plaza, 200 St Paul Pl 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Re: Notice of Security Incident Affecting DMAX 

Dear Attorney General Brown, 

I write on behalf of DMAX Ltd. (“DMAX”) regarding a security incident. 
On July 16, 2024, DMAX identified suspicious activity on its network by an unauthorized 

party and severed all facility connection to contain the incident. DMAX immediately launched a 
comprehensive investigation to determine the cause and scope of the incident and promptly
notified law enforcement.

While the investigation did not confirm that the unauthorized party acquired data from 
DMAX’s network, out of an abundance of caution, DMAX undertook an extensive analysis of its 
files. On August 14, 2024, our investigation identified individuals whose information may have 
been accessed, and we are notifying those individuals. This information included name and Social 
Security Number. 

As discussed above, upon learning of the incident, DMAX immediately severed all facility
connection and contained the incident. DMAX also enhanced its cybersecurity by adding 
additional monitoring and disabling any externally facing services that did not require multi-factor 
authentication.

We have identified one (1) Maryland resident whose information may have been accessed. 
DMAX is sending the attached notice to the affected individual with information on how to activate 
complimentary credit monitoring and identity theft restoration services for one (1) year, as well as 
how to help keep their personal information safe, and a toll-free number for additional assistance 
if they had any questions. 

Due to these swift actions, DMAX believes that the incident has not and will not likely
result in identity theft or any other financial harm to the affected individuals. 



Please do not hesitate to contact me if you have any questions regarding this letter. 

Sincerely, 

Phyllis B. Sumner 

Enclosure 







More Information 

If you have any questions concerning this incident, please call 833-931-9333 toll free Monday through Friday from 8 am 
– 8 pm Central (excluding major U.S. holidays). 

Sincerely, 

DMAX 

Engagement # [Engagement Number]



ATTACHMENT A – ADDITIONAL RESOURCES 

Order Your Free Credit Report: To order your free annual credit report, visit www.annualcreditreport.com, call toll-free 
at (877) 322-8228, or complete the Annual Credit Report Request Form on the U.S. Federal Trade Commission’s (FTC) 
website at www.ftc.gov and mail it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. 

The three credit bureaus (Equifax, Experian, and TransUnion) provide free annual credit reports only through the website, 
toll-free number, or request form. You may also purchase a copy of your credit report by contacting any of the credit 
reporting agencies below:

Equifax www.equifax.com (800) 685-1111 
Experian www.experian.com (888) 397-3742 
TransUnion www.transunion.com (800) 916-8800 

Upon receiving your credit report, review it carefully. Errors may be a warning sign of possible identity theft. Here are a 
few tips of what to look for:

Look for accounts you did not open. 
Look in the “inquiries” section for names of creditors from whom you have not requested credit. Some 
companies bill under names other than their store or commercial names; the credit bureau will be able to tell 
if this is the case. 
Look in the “personal information” section for any inaccuracies in information (such as home address and Social 
Security Number). 

If you see anything you do not understand, call the credit bureau at the telephone number on the report. You should
notify the credit bureaus of any inaccuracies in your report, whether due to error or fraud, as soon as possible so the 
information can be investigated and, if found to be in error, corrected. If there are accounts or charges you did not 
authorize, immediately notify the appropriate credit bureau by telephone and in writing. Information that cannot be 
explained should also be reported to your local police or sheriff’s office because it may signal criminal activity. 

We encourage you to take advantage of these protections and remain vigilant for incidents of fraud and identity theft, 
including regularly reviewing and monitoring your credit reports and account statements.

Federal Trade Commission and State Attorneys General Offices: If you detect any unauthorized transactions in any of
your financial accounts, promptly notify the appropriate payment card company or financial institution. If you detect any
incidence of identity theft or fraud, promptly report the matter to your local law enforcement authorities (from whom 
you can obtain a police report), state Attorney General, and the Federal Trade Commission (FTC). You can contact the FTC 
to learn more about how to protect yourself from becoming a victim of identity theft by using the contact information 
below: 

Federal Trade Commission Bureau of Consumer Protection 
600 Pennsylvania Avenue NW Washington, DC 20580
(877) IDTHEFT (438-4338) 
www.ftc.gov/idtheft 

For New York residents: The Attorney General may be contacted at: Office of the Attorney General, The Capitol, Albany, 
NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/. 
For North Carolina residents: You may contact the North Carolina Office of the Attorney General, Consumer Protection 
Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, www.ncdoj.gov, 1-877-566-7226. 

Reporting of identity theft and obtaining a police report: 
For security incidents generally, you have the right to file or obtain a copy of a police report.

Placing a Security Freeze 
You have a right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency from 
releasing information in your credit report without your express authorization. The security freeze is designed to prevent
credit, loans, and services from being approved in your name without your consent. However, you should be aware that 
using a security freeze to take control over who gets access to the personal and financial information in your credit report 
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Placing a Fraud Alert 
To protect yourself from possible identity theft, you have the right to place an initial or extended fraud alert on your credit 
file at no cost. An initial fraud alert is a one-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert 
display on a consumer’s credit file, a business is required to take steps to verify the consumer’s identity before extending 
new credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting 
seven years. You may obtain additional information from the FTC and the credit reporting agencies listed above about 
placing a fraud alert and/or security freeze on your credit report.
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