
September 13, 2024 Emma R. Blaser

t 202.344.4225

f 202.344.8300

ERBlaser@Venable.com 

Via Email 

Idtheft@oag.state.md.us

Re: Incident Notification Pursuant to Md. Code Ann., Comm. § 14-3504

To Whom It May Concern: 

Venable LLP represents Blundstone (U.S.A.) Inc. (“Blundstone”). We are writing on 

behalf of our client to notify you of a security incident that we believe affected 107 residents of 

the State of Maryland. 

Blundstone is in the business of selling boots for everyday work and comfort. As such, 

Blundstone uses the Adobe Commerce (formerly Magento) platform to power Blundstone’s e-

commerce website. On August 15, 2024, Blundstone learned that an unauthorized third party had 

exploited a vulnerability in the Adobe Commerce platform that allowed this third party to install 

malicious code that duplicated a Blundstone webpage at the point of sale. This duplicated checkout 

webpage then enabled the third party to collect contact and payment information entered during 

online transactions on Blundstone’s website. When Blundstone learned of this incident, 

Blundstone took immediate steps to secure its systems, including by removing the compromised 

code. Blundstone also applied security patches to resolve the external vulnerability. Blundstone is 

updating its technical practices to reduce the risk of similar incidents occurring in the future.

Additionally, Blundstone launched an investigation into the incident with the support of a leading 

outside cybersecurity firm and experienced legal counsel from Venable LLP. Blundstone’s 

investigation determined that the unauthorized third party accessed personal information between 

July 7, 2024, and August 14, 2024. 

On September 14, 2024, Blundstone will mail notification letters to affected individuals 

via United States Postal Service First Class mail. A copy of the notification letter is enclosed. 

The information submitted herein is proprietary and confidential and should be afforded 

confidential treatment. If your office has any questions regarding this incident, please contact me 

at (202) 344-4225 or ERBlaser@Venable.com. 

Sincerely, 

Emma R. Blaser 

Counsel 

Venable LLP



 
 

 
 

Re: Notice of Data Breach 
 

Blundstone U.S.A., Inc. (“Blundstone,” “we,” “our,” “us”) recently experienced a security incident that may have 
impacted your personal information. On August 16, 2024, we sent you an email notice about this same incident 
to help you start taking any appropriate precautions. This letter provides additional information about what 
happened and the steps you can take in response.

What Happened?
Blundstone uses the Adobe Commerce (formerly Magento) platform to power Blundstone’s e-commerce website. 
On August 15, 2024, we learned that an unauthorized third party had exploited a vulnerability in the Adobe 
Commerce platform that allowed this third party to install malicious code that duplicated a Blundstone webpage 
at the point of sale. This duplicated checkout webpage then enabled the third party to collect contact and payment 
information entered during online transactions on our website. When we learned of this incident, we took 
immediate steps to secure our systems. Additionally, we launched an investigation of the incident with the support 
of a leading outside cybersecurity firm and experienced legal counsel. Our investigation determined that this 
unauthorized third party was able to access personal information between July 7, 2024, and August 14, 2024. 

What Information Was Involved?
We determined that the information affected may have included some or all of the following information about you: 
first and last name; billing address(es); shipping address(es); phone number; and/or payment card information, 
including number, expiration date, and Card Verification Value (“CVV”) code. 

What We Are Doing. 
Blundstone has removed the malicious code from our systems. In addition, we applied security patches to resolve 
the vulnerability on the external Adobe Commerce platform. We have instituted additional technical practices to 
reduce the risk of similar incidents occurring in the future.

What You Can Do. 
It is always advisable to remain vigilant against attempts at fraud or identity theft, which includes carefully
reviewing online and financial accounts and credit reports for suspicious activity. This is a best practice for all 
individuals. If you identify suspicious activity, you should contact the company that maintains the account on your
behalf.

Other Important Information.
Additional information about how to protect your information is contained in Attachment A. 

For More Information. 
Blundstone deeply regrets that this incident occurred and is committed to continue working to prevent these types 
of events from occurring in the future. If you have any questions regarding this incident, please contact our data 
privacy team at dataprivacy@blundstone.com or 1-800-437-2526. 

Sincerely,

Ailsa Sypkes 
Blundstone, Group Manager Legal & Compliance 
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initiate the freeze. A security freeze is designed to prevent credit, loans, and services from being 
approved in your name without your consent. As a result, using a security freeze may delay your ability
to obtain credit. In order to place a security freeze, you may be required to provide the consumer
reporting agency with information that identifies you including your full name; social security number; 
date of birth; current and previous addresses; a copy of your state-issued identification card; and a 
recent utility bill, bank statement, or telephone bill.

Consumer reporting agencies have three business days after receiving your request to place a security
freeze, or one business day for requests made electronically or by toll-free telephone. They must also 
send written confirmation to you within five business days and provide you with a unique personal 
identification number (PIN) and/or password that can be used to authorize the removal or lifting of the 
security freeze. 

Consumer reporting agencies must lift a security freeze within three business days after receiving your
request by mail, or one hour after receiving your request electronically or by toll-free telephone. To 
remove or temporarily lift the security freeze to allow a specific entity or individual access to your credit 
report, you must call or send a written request to the consumer reporting agencies by mail or
electronically, and include: proper identification (name, address, and Social Security number); the PIN 
or password provided to you when you placed the security freeze; and the identities of those entities or
individuals you would like to receive your credit report or the specific period of time you want the credit 
report available.

Federal Fair Credit Reporting Act Rights 
The Fair Credit Reporting Act (“FCRA”) is federal legislation that regulates how consumer reporting 
agencies use your information. It promotes the accuracy, fairness, and privacy of consumer information 
in the files of consumer reporting agencies. As a consumer, you have certain rights under the FCRA, 
which the Federal Trade Commission has summarized as follows: you must be told if information in 
your file has been used against you; you have the right to know what is in your file; you have the right 
to ask for a credit score; you have the right to dispute incomplete or inaccurate information; consumer
reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information; consumer
reporting agencies may not report outdated negative information; access to your file is limited; you must 
give your consent for reports to be provided to employers; you may limit “prescreened” offers of credit 
and insurance you get based on information in your credit report; and you may seek damages from 
violators. Identity theft victims and active-duty military personnel have additional rights. 

For more information about these rights, you may go to www.ftc.gov/credit or write to: Consumer
Response Center, Room 13-A, Federal Trade Commission, 600 Pennsylvania Avenue NW, 
Washington, DC 20580. 

Additional Information 
If you are the victim of fraud or identity theft, you also have the right to file a police report.

You may consider starting a file with copies of your credit reports, any police report, any
correspondence, and copies of disputed bills. It is also useful to keep a log of your conversations with 
creditors, law enforcement officials, and other relevant parties. 

For Colorado and Illinois residents: You may obtain information from the Federal Trade Commission 
and the credit reporting agencies about fraud alerts and security freezes.

For Iowa residents: You are advised to report any suspected identity theft to law enforcement, 
including the Federal Trade Commission and the state Attorney General.

For Maryland residents: You may contact the Office of the Maryland Attorney General, 200 St. Paul 
Place, Baltimore, MD 21202, http://www.marylandattorneygeneral.gov, 1-888-743-0023. The Office of 
the Maryland Attorney General may be able to provide you with information about the steps you can 
take to avoid identity theft. 
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