
Todd Rowe, Partner 
20 North Wacker 

Suite 4120
Chicago, IL 60606 
Tel.: 773.558.2363

trowe@constangy.com 

August 12, 2024

VIA EMAIL 
Attorney General Anthony G. Brown 
Office of the Attorney General 
St. Paul Plaza 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Re: Notice of Data Security Incident 

Dear Attorney General Brown: 

Constangy, Brooks, Smith and Prophete LLP (“Constangy”) represents Kootenai Health and its 
subsidiaries Kootenai Clinic, Kootenai Outpatient Surgery and Kootenai Outpatient Imaging 
(collectively “Kootenai Health”) in connection with an incident described in greater detail below.
The purpose of this letter is to notify you, in accordance with Maryland data breach notification 
statute, that this incident may have affected the personal and/or protected information of 220
Maryland residents. Kootenai Health hereby reserves all rights and defenses in connection 
herewith.

1. Nature of Incident 

On March 2, 2024, Kootenai Health became aware of unusual activity that disrupted access to 
certain IT systems. Upon discovering this activity, Kootenai Health took steps to secure its digital 
environment. Kootenai Health also engaged leading cybersecurity experts to assist with an 
investigation and to determine whether personal information may have been accessed or acquired 
without authorization. The investigation revealed that an unknown actor may have gained 
unauthorized access to certain data from the Kootenai Health network on or about February 22, 
2024. Kootenai Health then worked to conduct a comprehensive review of the impacted data to 
determine what personal and/or protected health information was involved and to verify the 
affected information and mailing addresses for impacted individuals to ensure Kootenai Health 
had the most up to date contact information. This process was completed on August 1, 2024.

The information involved, if impacted, may have included individuals’ names along with their 
dates of birth, Social Security numbers, driver’s license or government-issued identification 
numbers, medical record numbers, medical treatment and condition information, medical 
diagnoses, medication information, and health insurance information.
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2. Number of Maryland residents affected 

Kootenai Health notified 220 Maryland residents of the incident via first class U.S. mail on August 
12, 2024. A sample copy of the notification letter is included with this correspondence.

3. Steps taken relating to the incident 

In response to the incident, Kootenai Health retained cybersecurity experts and launched a 
forensics investigation to determine the source and scope of the compromise. Kootenai Health 
implemented additional security measures to further harden its environment in an effort to prevent 
a similar event from occurring in the future. Kootenai Health also reported this incident to federal 
law enforcement and is cooperating with the investigation. 

Kootenai Health is notifying the affected individuals and providing resources and steps individuals 
can take to help protect their information. In addition, Kootenai Health is offering affected 
individuals complimentary credit monitoring and identity protection services through IDX, a data 
breach and recovery services expert. IDX identity protection services include: 12 months of credit 
monitoring, CyberScan dark web monitoring, fully managed identity recovery services, and $1 
million in identity theft insurance coverage. IDX will also support a call center for at least 90 days 
to answer incident related questions.

4. Contact information 

If you have any questions or need additional information, please do not hesitate to contact me at 
773.558.2363 or trowe@constangy.com.

Very truly yours, 

Todd Rowe of 
Constangy, Brooks, Smith & Prophete, LLP

Encl.: Sample Consumer Notification Letter 










