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August 20, 2024 

Re: Notice of Data Security Incident 

Dear Attorney General Brown:

We represent Consortium for Worker Education (“CWE”) located at 305 7th Ave, 3rd Floor, New
York, NY 10001, and are writing to notify your office of an incident that may affect the security
of some personal information relating to 6 Maryland residents.

Recently, CWE was the target of a ransomware attack. CWE notified law enforcement, moved 
quickly to contain the incident, and conducted a thorough investigation with the assistance of 
computer forensic experts. While CWE believes it is likely the attacker only wanted money and 
not the information on its computers, in an abundance of caution, they are notifying the entire data 
population that their information may have been accessed by the attackers. 

On July 22, 2024, CWE discovered that data containing personal information was exfiltrated from 
its IT environment. While CWE has no reports of misuse of anyone’s information, its investigation 
revealed that the system may have contained information relating to personal information, and it 
took time to identify those persons affected. The information may have included individuals’
name, address, and Social Security number.

The security of all information in CWE’s systems is taken very seriously, and they want to assure 
that there are already steps in place to prevent a reoccurrence, including implementing increased 
security measures and conducting additional employee training. Additionally, CWE is offering 
individuals one year of identity protection (credit monitoring and identity theft) services from IDX. 

On or about August 20, 2024, CWE began mailing notifications to all potentially affected 
individuals. An example of the notification is attached. Notification has also been made to the 
three major credit reporting agencies.

Attorney General Anthony G. Brown 
Office of the Attorney General 
Identity Theft Unit 
200 St. Paul Place 
Baltimore, MD 21202 
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Should you have any questions regarding this notification or other aspects of the data security
event, please contact me for any additional information. 

Best Regards 

Kevin M. Scott 



P.O. Box 989728 
West Sacramento, CA 95798-9728 

<<First Name>> <<Last Name>>
<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>
<<Country>>

August 20, 2024 

Dear <<First Name>> <<Last Name>>, 

We are writing to inform you of a data security incident that may have impacted some of your personal information. We 
take the security of your information and any concern this incident may cause very seriously. This letter contains 
information about actions we have taken to prevent a reoccurrence, and steps you can take to protect your information. 

What Happened?
Recently, we were the target of a ransomware attack. Ransomware is a computer virus that encrypts computer systems 
until and unless we pay money (i.e., the ransom) demanded by the attackers. We immediately notified law enforcement, 
moved quickly to contain the incident, and conducted a thorough investigation with the assistance of computer forensic 
experts. We believe it is likely the attacker only wanted money and not the information on our computers but, in an 
abundance of caution, we are letting you know that some of your personal information may have been accessed by the 
attackers. 

What Information was Involved?
Our investigation revealed that some documents accessed may have contained information including your name, address, 
and Social Security number, if you provided it. 

What Are We Doing?
The security of all information in our systems is taken very seriously, and we want to assure you that there are already
steps in place to prevent a reoccurrence, including implementing increased security measures and conducting additional 
employee training.

Additionally, we are offering identity theft protection services through IDX, A ZeroFox Company, the data breach and 
recovery services expert. IDX identity protection services include: 12 months of credit and CyberScan monitoring, a 
$1,000,000 insurance reimbursement policy, and fully managed id theft recovery services. With this protection, IDX will 
help you resolve issues if your identity is compromised. 

Additional information describing your services is included with this letter. 

What You Can Do. 
We encourage you to contact IDX with any questions and to enroll in the free identity protection services by calling 1-877-
202-7176 or going to https://app.idx.us/account-creation/protect and using the Enrollment Code provided above. IDX 
representatives are available Monday through Friday from 9 am - 9 pm Eastern Time. Please note the deadline to enroll is 
November 20, 2024. 



Although we have no reports of misuse of your or anyone's information, we encourage you to follow the instructions in this 
letter and enroll in the identity protection services we are providing at no cost to you. We also recommend that you review
the “Additional Important Information” section included with this letter. This section describes additional steps you can take 
to help protect yourself, including recommendations by the Federal Trade Commission (FTC) regarding identity theft 
protection and details on how to place a fraud alert or security freeze on your credit file. As an added precaution, you may
want to closely monitor your personal accounts for any suspicious activity. 

For More Information. 
Please call 1-877-202-7176, Monday through Friday from 9:00 am - 6:30 pm Eastern Time or go to 
https://app.idx.us/account-creation/protect for assistance or for any additional questions you may have. We appreciate your 
patience and understanding, and we sincerely apologize for any inconvenience or concern this incident may cause you. 

Sincerely, 

Craig Walker
Interim President 



1. Website and Enrollment. Go to https://app.idx.us/account-creation/protect and follow the instructions for enrollment 
using your Enrollment Code provided at the top of the letter. 

2. Activate the credit monitoring provided as part of your IDX identity protection membership. The monitoring included 
in the membership must be activated to be effective. Note: You must have established credit and access to a computer and 
the internet to use this service. If you need assistance, IDX will be able to assist you. 

3. Telephone. Contact IDX at 1-877-202-7176 to gain additional information about this event and speak with 
knowledgeable representatives about the appropriate steps to take to protect your credit identity. 

If you discover any suspicious items and have enrolled in IDX identity protection, notify them immediately by calling or 
by logging into the IDX website and filing a request for help.

If you file a request for help or report suspicious activity, you will be contacted by a member of our ID Care team who will 
help you determine the cause of the suspicious items. In the unlikely event that you fall victim to identity theft as a 
consequence of this incident, you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and 
reverse the damage quickly. 

Additional Important Information 

For residents of Iowa: You are advised to report any suspected identity theft to law enforcement or to the Attorney General. 
For residents of Oregon: You are advised to report any suspected identity theft to law enforcement, including the Attorney
General, and the Federal Trade Commission. 
For residents of New Mexico: You are advised to review personal account statements and credit reports, as applicable, to 
detect errors resulting from the security incident. You have rights under the federal Fair Credit Reporting Act (FCRA). 
These include, among others, the right to know what is in your file; to dispute incomplete or inaccurate information; and to 
have consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable information. For more 
information about the FCRA, please visit https://files.consumerfinance.gov/f/201504 cfpb summary your-rights-under-
fcra.pdf or see the contact information for the Federal Trade Commission listed below. 
For residents of District of Columbia, Maryland, New York, North Carolina, and Rhode Island:
You can obtain information from the District of Columbia, Maryland, North Carolina, New York, and Rhode Island Offices 
of the Attorney General and the Federal Trade Commission about fraud alerts, security freezes, and steps you can take 
toward preventing identity theft. 

DC Attorney General 
400 6th Street NW
Washington, DC 
20001
1-202-727-3400
www.oag.dc.gov

Maryland Office of 
Attorney General 
200 St. Paul Pl 
Baltimore, MD 21202 
1-888-743-0023
https://www.marylan
dattorneygeneral.gov/

New York Attorney
General 
120 Broadway, 3rd 
Fl 
New York, NY
10271
1-800-771-7755
www.ag.ny.gov

North Carolina 
Attorney General 
9001 Mail Service Ctr 
Raleigh, NC 27699
1-877-566-7226 
https://ncdoj.gov/

Rhode Island 
Attorney General 
150 South Main St 
Providence RI 02903
1-401-274-4400
www.riag.ri.gov

Federal Trade Commission, Consumer Response Center 
600 Pennsylvania Ave, NW Washington, DC 20580
1-877-IDTHEFT (438-4338) www.identitytheft.gov




