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September 16, 2024 

Maryland Office of the Attorney General 

By Email to: Idtheft@oag.state.md.us 

Re: NSAI Notice of Security Breach 

Dear Maryland Office of the Attorney General: 

Netherland, Sewell & Associates (“NSAI”) is an engineering firm specializing in operational, geological, 

geophysical, petrophysical, and economic evaluations for the upstream energy industry. NSAI hereby

provides notice pursuant to of a security breach that may have affected the personal information of one 

(1) resident of Maryland. 

What Happened 

On July 10, 2024, NSAI experienced a ransomware attack that disrupted the company network. NSAI 

began investigating immediately, with the help of an outside law firm and forensics experts. The 

investigation consisted of a thorough review of information systems affected by the attack. 

What Information Was Involved 

NSAI discovered on or around August 16, 2024 that personal information may have been affected by this 

incident. The personal information included in this incident may have included the names and Social 

Security numbers of affected individuals. We have no indication that the information has been misused. 

What NSAI is Doing 

NSAI has provided all potentially affected individuals with two years of credit monitoring at no cost to 

affected individuals, including the one (1) resident of Maryland, in addition to enhancing its safeguards to 

mitigate the risk of further or future compromises of personal information.

As required by Md. Code Ann. Comm. Law 14-3504 et seq., NSAI is providing notice of this incident to 

the affected individuals including the one (1) resident of Maryland on or about September 16, 2024. A 

template for that notification letter is attached. We have notified regulators in other states where affected 

individuals are resident, of this incident. 

* * * * *

Please do not hesitate to contact me with any questions related to this matter. 

Sincerely, 

Theodore P. Augustinos 



 

 

RE: Important Security Notification. Please read this entire letter. 

Netherland, Sewell & Associates, Inc. ("NSAI") is contacting you regarding a security incident that may have 
affected your personal information. NSAI takes the protection of your personal information very seriously and as 
a precaution, we are notifying you of this incident and we are offering you complimentary credit monitoring services 
for two years.

What Happened 

On July 10, 2024, NSAI experienced a ransomware attack that disrupted our company network. We began 
investigating immediately and enlisted the help of an outside law firm and forensics experts. Our investigation 
consisted of a thorough review of our information systems affected by the attack. With the forensics investigation 
now complete, we can update you on our findings. 

What Information Was Involved 

We discovered on or around August 16, 2024, that your personal information may have been affected by this 
incident. The personal information that may have been obtained in this incident may have included your social 
security number. We have no indication that your information has been misused, but we wanted to formally notify
you of the incident, our efforts to safeguard your personal information, and resources you may use to protect 
yourself. 

What We Are Doing 

We took immediate steps upon the discovery of the incident to terminate the attack and prevent any further
unauthorized access to your information. We have also taken a number of technical and administrative steps to 
further enhance the security of our network. We have attached instructions to this letter for how to access 
complimentary credit monitoring services for two years and additional information on further steps you can take 
to protect yourself against identity theft and fraud. 
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Enrollment Information 

To help protect your identity, we are offering complimentary access to Experian IdentityWorksSM for 24 months.

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss 
how you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your
situation with an agent, it is determined that identity restoration support is needed then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred
from the date of the incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit 
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition).

Please note that Identity Restoration is available to you for 24 months from the date of this letter and does not 
require any action on your part at this time. The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration. 

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud 
detection tools available through Experian IdentityWorks as a complimentary 24-month membership. This product 
provides you with superior identity detection and resolution of identity theft. To start monitoring your personal 
information, please follow the steps below: 

 Ensure that you enroll by December 31, 2024 (Your code will not work after this date.) 
 Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/3bcredit 
 Provide your activation code:  

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this 
incident, or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s 
customer care team at 833-931-4343 by December 31, 2024. Be prepared to provide engagement number
B130537 as proof of eligibility for the Identity Restoration services by Experian. 

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

 Experian credit report at signup: See what information is associated with your credit file. Daily credit 
reports are available for online members only.*

 Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud. 
 Identity Restoration: Identity Restoration specialists are immediately available to help you address 

credit and non-credit related fraud.
 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration

support even after your Experian IdentityWorks membership has expired. 
 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic 

fund transfers.

*Offline members will be eligible to call for additional reports quarterly after enrolling. 
**The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please refer to the 
actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 
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For residents of Vermont: 
If you do not have internet access but would like to learn more about how to place a security freeze on your credit report, 
contact the Vermont Attorney General’s office at: 1-800-649-2424 (toll-free in Vermont); (802) 656-3183. 

For residents of Iowa: 
For Iowa residents, you are advised to report any suspected identity theft to law enforcement or to the Office of the Attorney 
General of Iowa: 

Office of the Attorney General of Iowa 
1305 E Walnut St 
Des Moines, IA 50319
515-281-5926 or 1-888-777-4590 
https://www.iowaattorneygeneral.gov/. 

Information regarding placing a security freeze on your credit report is available at https://www.iowaattorneygeneral.gov/for-
consumers/general-consumer-information/identity-theft/security-freeze-identity-theft. 

For residents of Oregon: 
State law advises you to report any suspected identity theft to law enforcement, including the FTC. 

For residents of California: 
Visit the California Office of Privacy Protection (https://oag.ca.gov/privacy) for additional information on protection against 
identity theft. 

For residents of Rhode Island: 
You can obtain information from the Rhode Island Attorney General about steps you can take to help prevent identity theft. 
You have the right to place a security freeze on your credit report at no charge, but note that consumer reporting agencies may 
charge fees for other services. You can contact the Rhode Island Attorney General at: 

Rhode Island Office of the Attorney General 
Consumer Protection Unit 
150 South Main Street 
Providence, RI 02903 
(401) 274-4400
www.riag.ri.gov

For residents of Colorado, the District of Columbia, Maryland, and North Carolina: 
You can obtain information from the respective Offices of the Attorney General about steps you can take to avoid identity 
theft. 

Colorado Office of the Attorney General 
Consumer Protection 
1300 Broadway, 9th Floor 
Denver, CO 80203 
(720) 508-6000 
www.coag.gov 

Office of the Attorney General for the District of 
Columbia 
Office of Consumer Protection 
400 6th Street NW
Washington, D.C. 20001 
(202) 442-9828 
consumer.protection@dc.gov
www.oag.dc.gov

Maryland Office of the Attorney General 
Consumer Protection Division 
200 St. Paul Place 
Baltimore, MD 21202 
1-888-743-0023 
consumer@oag.state.md.us 
www.marylandattorneygeneral.gov 

North Carolina Office of the Attorney General 
Consumer Protection Division 
9001 Mail Service Center 
Raleigh, NC 27699-9001 
1-877-566-7226 
www.ncdoj.gov 
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RE: Important Security Notification. Please read this entire letter.

Netherland, Sewell & Associates, Inc. ("NSAI") is contacting you regarding a security incident that may have 
affected your minor dependent's personal information. NSAI takes the protection of your personal information 
very seriously and as a precaution, we are notifying you of this incident and we are offering you complementary
identity monitoring services for two years. 

What Happened 

On July 10, 2024, NSAI experienced a ransomware attack that disrupted our company network. We began 
investigating immediately and enlisted the help of an outside law firm and forensics experts. Our investigation 
consisted of a thorough review of our information systems affected by the attack. With the forensics investigation 
now complete, we can update you on our findings. 

What Information Was Involved 

We discovered on or around August 16, 2024, that your minor dependent's personal information may have been 
affected by this incident. The personal information that may have been obtained in this incident may have included 
their social security number. We have no indication that the information has been misused, but we wanted to 
formally notify you of the incident, our efforts to safeguard personal information, and resources you may use to 
protect your minor dependent. 

What We Are Doing 

We took immediate steps upon the discovery of the incident to terminate the attack and prevent any further
unauthorized access to your information. We have also taken a number of technical and administrative steps to 
further enhance the security of our network. We have attached instructions to this letter for how to access 
complementary identity monitoring services for two years and additional information on further steps you can take 
to protect against identity theft and fraud. 
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Enrollment Information 

To help protect your minor dependent’s identity, we are offering complimentary access to Experian 
IdentityWorksSM for 24 months.

If you believe there was fraudulent use of your minor dependent’s information as a result of this incident and
would like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. If,
after discussing your situation with an agent, it is determined that identity restoration support is needed then an 
Experian Identity Restoration agent is available to work with you to investigate and resolve each incident of fraud 
that occurred from the date of the incident (including, as appropriate, helping you with contacting credit grantors 
to dispute charges and close accounts; assisting you in placing a freeze on your credit file with the three major
credit bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition). 

Please note that Identity Restoration is available to you for 24 months from the date of this letter and does not 
require any action on your part at this time. The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration. 

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud 
detection tools available through Experian IdentityWorks as a complimentary 24-month membership. This product 
provides you with superior identity detection and resolution of identity theft. To start monitoring your minor
dependent’s personal information, please follow the steps below: 

 Ensure that you enroll by December 31, 2024 (Your code will not work after this date.) 
 Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/minorplus 
 Provide your activation code:  
 Provide your minor’s information when prompted 

If you have questions about the product, need assistance with Identity Restoration that arose as a result 
of this incident or would like an alternative to enrolling in Experian IdentityWorks online, please contact 
Experian’s customer care team at 833-931-4343 by December 31, 2024. Be prepared to provide 
engagement number B130538 as proof of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR MINOR’S 24-MONTH EXPERIAN IDENTITYWORKS 
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian 
immediately regarding any fraud issues, and have access to the following features once you enroll in 
Experian IdentityWorks:

 Social Security Number Trace: Monitoring to determine whether enrolled minors in your household 
have an Experian credit report. Alerts of all names, aliases and addresses that become associated with 
your minor’s Social Security Number (SSN) on the Experian credit report. 

 Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to 
identify trading or selling of your personal information on the Dark Web. 

 Identity Restoration: Identity Restoration specialists are immediately available to help you 
address credit and non-credit related fraud. 

 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity
Restoration support even after your Experian IdentityWorks membership has expired. 

 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized 
electronic fund transfers. 

**The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please refer to the 
actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 
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For residents of Vermont: 
If you do not have internet access but would like to learn more about how to place a security freeze on your credit report, 
contact the Vermont Attorney General’s office at: 1-800-649-2424 (toll-free in Vermont); (802) 656-3183. 

For residents of Iowa: 
For Iowa residents, you are advised to report any suspected identity theft to law enforcement or to the Office of the Attorney 
General of Iowa: 

Office of the Attorney General of Iowa 
1305 E Walnut St 
Des Moines, IA 50319
515-281-5926 or 1-888-777-4590 
https://www.iowaattorneygeneral.gov/. 

Information regarding placing a security freeze on your credit report is available at https://www.iowaattorneygeneral.gov/for-
consumers/general-consumer-information/identity-theft/security-freeze-identity-theft. 

For residents of Oregon: 
State law advises you to report any suspected identity theft to law enforcement, including the FTC. 

For residents of California: 
Visit the California Office of Privacy Protection (https://oag.ca.gov/privacy) for additional information on protection against 
identity theft. 

For residents of Rhode Island: 
You can obtain information from the Rhode Island Attorney General about steps you can take to help prevent identity theft. 
You have the right to place a security freeze on your credit report at no charge, but note that consumer reporting agencies may 
charge fees for other services. You can contact the Rhode Island Attorney General at: 

Rhode Island Office of the Attorney General 
Consumer Protection Unit 
150 South Main Street 
Providence, RI 02903 
(401) 274-4400
www.riag.ri.gov

For residents of Colorado, the District of Columbia, Maryland, and North Carolina: 
You can obtain information from the respective Offices of the Attorney General about steps you can take to avoid identity
theft. 

Colorado Office of the Attorney General 
Consumer Protection 
1300 Broadway, 9th Floor 
Denver, CO 80203 
(720) 508-6000 
www.coag.gov 

Office of the Attorney General for the District of 
Columbia 
Office of Consumer Protection 
400 6th Street NW
Washington, D.C. 20001 
(202) 442-9828 
consumer.protection@dc.gov
www.oag.dc.gov

Maryland Office of the Attorney General 
Consumer Protection Division 
200 St. Paul Place 
Baltimore, MD 21202 
1-888-743-0023 
consumer@oag.state.md.us 
www.marylandattorneygeneral.gov 

North Carolina Office of the Attorney General 
Consumer Protection Division 
9001 Mail Service Center 
Raleigh, NC 27699-9001 
1-877-566-7226 
www.ncdoj.gov 
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