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November 22, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us

Re: Notice of Data Event 

To Whom It May Concern: 

We represent Dome Construction Corporation (“Dome”), located at 393 East Grand Avenue 
South San Francisco, California 94080, and write to notify your office of an incident that may affect 
personal information relating to Maryland residents. By providing this notice, Dome does not waive any
rights or defenses regarding the applicability of Maryland law, the applicability of the Maryland data event 
notification statute, or personal jurisdiction. 

Nature of the Data Event 

Dome identified unusual activity within its network affecting certain IT systems. Dome initiated efforts to 
secure its systems and began an investigation to determine the full nature and scope of the activity. While 
the investigation is ongoing, Dome has determined that an unauthorized party gained access to certain 
systems and copied files from those systems, likely between October 19 and October 20, 2024. Dome is 
working to review the relevant files and determine what information is present. Based on those efforts thus 
far, it was determined that the relevant files contain employee records. While the investigation has not 
confirmed the precise data that may be present in all of the relevant files, Dome is providing notice to 
potentially affected current and former employees and their dependents. The relevant files may contain 
information common in an employee record, such as name, address, Social Security number, health 
insurance information, medical information, direct deposit information, and driver's license/state 
identification/other government-issued identification number. 

Notice to Maryland Residents 

On or about November 22, 2024, Dome began providing written notice of this incident. Notice is being 
mailed to approximately two (2) Maryland residents. Written notice is being provided in substantially the 
same form as the letter attached here as Exhibit A. 
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Other Steps Taken and To Be Taken 

Dome has worked diligently to respond to this incident by securing its systems, conducting a thorough 
investigation, and working to determine what information may be affected. Dome also recognize the 
evolving nature of cyber security and will continue to evaluate and enhance its technical 
safeguards. Additionally, Dome is notifying potentially affected individuals and providing them with 
guidance on how to better protect against identity theft and fraud, including information on how to place a 
fraud alert and security freeze on one’s credit file, the contact details for the national consumer reporting 
agencies, information on how to obtain a free credit report, a reminder to remain vigilant for incidents of 
fraud and identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, and law
enforcement to report attempted or actual identity theft and fraud. Dome is also providing individuals access 
to 24 months of credit monitoring services at no cost to the individual. Dome is providing written notice of 
this incident to relevant state regulators, as necessary, and to the three major credit reporting agencies, 
Equifax, Experian, and TransUnion.

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, please 
contact us at (267) 930-4773. 

Very truly yours,

M. Alexandra Belton of 
MULLEN COUGHLIN LLC 

MABB/jc2 
Enclosure 



EXHIBIT A 



 
 

 

Dome Construction Corporation (“Dome”) writes to inform you of an event that may affect some of your personal 
information. This letter describes the event, what we did and are doing in response, and steps you can take to protect 
your information, should you choose to do so. 

What Happened? We recently identified unusual activity within our network affecting certain IT systems. We quickly
initiated efforts to secure our systems and began an investigation to determine the full nature and scope of the activity. 
While our investigation is ongoing, we have determined that, likely between October 19 and October 20, 2024, an 
unauthorized party gained access to certain systems and copied files from those systems. Based on our efforts thus far,
we have determined that the relevant files contain employee records and so we are providing this notice out of an 
abundance of caution. 

What Information Was Involved? While we have not confirmed the precise data that may be present in all of the 
relevant files, we understand the files may contain information common in an employee record, such as name, address, 
date of birth, Social Security number, health insurance information, medical information, direct deposit information, 
and driver's license/state identification/other government-issued identification number. 

What We Are Doing. The confidentiality, privacy, and security of our employees' data are among Dome’s highest 
priorities. Guided by our values to value our people and do it right, we are notifying potentially impacted individuals, 
including you, to offer information to help you protect your information, should you feel it appropriate to do so. Dome 
is also partnering with Experian to provide all potentially affected individuals access to 24 months of credit and identity
monitoring. Information on how to enroll is included in the Steps You Can Take To Help Protect Personal Information 
section below. Additionally, in response to this event, we swiftly took action to assess, contain, investigate, and address 
it thoroughly. Our response has included reporting the incident to federal law enforcement and working with external 
specialists to help us with the investigation. We also recognize the evolving nature of cyber security and will continue 
to evaluate and enhance our safeguards. 

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing 
your account statements and monitoring your free credit reports for suspicious activity and to detect errors. We also 
encourage you to review the Steps You Can Take to Help Protect Personal Information section below and enroll in 
the credit monitoring services that we are offering. 

For More Information. If you have questions, a call center has been established by Experian and you may contact 
833-918-8448 Monday through Friday from 6:00 am to 6:00 pm Pacific Time. You may also write to Dome 
Construction Corporation at 393 East Grand Avenue South San Francisco, CA 94080, Attention: Human Resources 
Department. 

Sincerely, 

Michelle Austin 
Director of Human Resources 
Dome Construction 
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[Extra1 - Heading CA only]

Dear Sample A. Sample:





Monitor Your Accounts 

Under U.S. law, a consumer is entitled to one free credit report annually from each of the three major credit 
reporting bureaus, Equifax, Experian, and TransUnion. To order a free credit report, visit 
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. Consumers may also directly contact the three 
major credit reporting bureaus listed below to request a free copy of their credit report. 

Consumers have the right to place an initial or extended “fraud alert” on a credit file at no cost. An initial fraud 
alert is a one-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s 
credit file, a business is required to take steps to verify the consumer’s identity before extending new credit. If 
consumers are the victim of identity theft, they are entitled to an extended fraud alert, which is a fraud alert lasting
seven years. Should consumers wish to place a fraud alert, please contact any of the three major credit reporting 
bureaus listed below. 

As an alternative to a fraud alert, consumers have the right to place a “credit freeze” on a credit report, which will 
prohibit a credit bureau from releasing information in the credit report without the consumer’s express 
authorization. The credit freeze is designed to prevent credit, loans, and services from being approved in a 
consumer’s name without consent. However, consumers should be aware that using a credit freeze to take control 
over who gets access to the personal and financial information in their credit report may delay, interfere with, or 
prohibit the timely approval of any subsequent request or application they make regarding a new loan, credit, 
mortgage, or any other account involving the extension of credit. Pursuant to federal law, consumers cannot be 
charged to place or lift a credit freeze on their credit report. To request a credit freeze, individuals may need to
provide some or all of the following information: 

1. Full name (including middle initial as well as Jr., Sr., II, III, etc.); 
2. Social Security number; 
3. Date of birth; 
4. Addresses for the prior two to five years; 
5. Proof of current address, such as a current utility bill or telephone bill; 
6. A legible photocopy of a government-issued identification card (state driver’s license or ID card, etc.); and 
7. A copy of either the police report, investigative report, or complaint to a law enforcement agency concerning 

identity theft if they are a victim of identity theft. 

Should consumers wish to place a credit freeze or fraud alert, please contact the three major credit reporting 
bureaus listed below: 

Equifax Experian TransUnion 
https://www.equifax.com/personal/
credit-report-services/ https://www.experian.com/help/

https://www.transunion.com/credit-
help

1-888-298-0045 1-888-397-3742 1-800-916-8800
Equifax Fraud Alert, P.O. Box 
105069 Atlanta, GA 30348-5069

Experian Fraud Alert, P.O. Box 
9554, Allen, TX 75013

TransUnion Fraud Alert, P.O. Box 
2000, Chester, PA 19016 

Equifax Credit Freeze, P.O. Box 
105788 Atlanta, GA 30348-5788 

Experian Credit Freeze, P.O.
Box 9554, Allen, TX 75013

TransUnion Credit Freeze, P.O. Box 
160, Woodlyn, PA 19094 

Additional Information 

As a best practice, consumers should change all passwords to their personal accounts on a regular basis, use strong 
passwords, and refrain from using the same password for multiple accounts. Consumers may further educate 
themselves regarding identity theft, fraud alerts, credit freezes, and the steps they can take to protect their personal 
information by contacting the consumer reporting bureaus, the Federal Trade Commission, or their state Attorney
General. The Federal Trade Commission may be reached at: 600 Pennsylvania Avenue NW, Washington, D.C. 
20580; www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The Federal 
Trade Commission also encourages those who discover that their information has been misused to file a complaint 
with them. Consumers can obtain further information on how to file such a complaint by way of the contact 
information listed above. Consumers have the right to file a police report if they ever experience identity theft or 
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Dome Construction Corporation (“Dome”) le informa sobre un evento que podría afectar parte de su información 
personal. Esta carta describe el evento, lo que hicimos y estamos haciendo en respuesta, y los pasos que puede tomar 
para proteger su información, si decide hacerlo. 

¿Qué sucedió? Recientemente identificamos una actividad inusual en nuestra red que afectó ciertos sistemas de IT. 
Rápidamente iniciamos esfuerzos para asegurar nuestros sistemas y comenzamos una investigación para determinar la 
naturaleza y el alcance completo de la actividad. Aunque nuestra investigación sigue en curso, hemos determinado que, 
probablemente entre el 19 y el 20 de octubre de 2024, un actor no autorizado obtuvo acceso a ciertos sistemas y copió 
archivos de esos sistemas. Basándonos en nuestros esfuerzos hasta ahora, hemos determinado que los archivos 
relevantes contienen registros de empleados y, por lo tanto, proporcionamos este aviso por precaución. 

¿Qué información se vio involucrada? No hemos confirmado los datos exactos que pueden estar presentes en todos 
los archivos relevantes, entendemos que los archivos pueden contener información común de un registro de empleado, 
como nombre, dirección, fecha de nacimiento, número de Seguro Social, información de seguro de salud, información 
médica e información de depósito directo, licencia de conducer/número de identificación estatal/otro número de 
identificación gubernamental. 

Lo que estamos haciendo. La confidencialidad, privacidad y seguridad de los datos de nuestros empleados están entre 
las mayores prioridades de Dome. Guiados por nuestros valores de valorar a nuestra gente y hacerlo bien, estamos 
notificando a las personas potencialmente afectadas, incluyendo usted, para ofrecer información que le ayude a proteger 
su información, si considera apropiado hacerlo. Dome también se ha asociado con Experian para brindar a todas las 
personas potencialmente afectadas acceso a 24 meses de monitoreo de crédito e identidad. La información sobre cómo 
inscribirse se incluye en la sección a continuación, Pasos que puede tomar para ayudar a proteger la información 
Personal. Además, en respuesta a este evento, actuamos rápidamente para evaluar, contener, investigar y abordarlo a 
fondo. Nuestra respuesta ha incluido reportar el incidente a las autoridades federales y colaborar con especialistas 
externos para ayudarnos con la investigación. También reconocemos la naturaleza evolutiva de la ciberseguridad y
continuaremos evaluando y mejorando nuestras medidas de protección. 

Qué puede hacer. Le recomendamos que se mantenga alerta ante posibles incidentes de robo de identidad y fraude 
revisando sus estados de cuenta y monitoreando sus informes de crédito gratuitos para detectar actividad sospechosa y
posibles errores. También le sugerimos que revise la sección Pasos que puede tomar para ayudar a proteger la 
información personal a continuación, y se inscriba en los servicios de monitoreo de crédito que estamos ofreciendo. 

Para más información. Si tiene preguntas, se ha establecido un centro de llamadas a través de Experian, y puede 
comunicarse con 833-918-8448 lunes a viernes de 6:00 am a 6:00 pm hora del pacífico. También puede escribirle a 
Dome Construction Corporation al 393 East Grand Avenue South San Francisco, CA 94080, Atención: Human 
Resources Department. 

Sinceramente, 

Michelle Austin 
Directora de Recursos Humanos 
Dome Construction 
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SAMPLE A SAMPLE - L01 Dome Construction Adult
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123 ANY STREET
ANYTOWN, ST 12345-6789

M4283-L01

[RE: AVISO DE INCIDENTE DE SEGURIDAD DE DATOS - CA only]

Estimado Sample A. Sample:





Monitoree sus cuentas 
Según la ley de EE.UU., un consumidor tiene derecho a un informe de crédito gratuito al año de cada una de las 
tres principales agencias de informes de crédito, Equifax, Experian y TransUnion. Para solicitar un informe de 
crédito gratuito, visite www.annualcreditreport.com o llame, sin cargo, al 1-877-322-8228. Los consumidores 
también pueden contactar directamente a las tres principales agencias de informes de crédito que se enumeran a 
continuación para solicitar una copia gratuita de su informe de crédito. 

Los consumidores tienen derecho a colocar una "alerta de fraude" inicial o extendida en su archivo de crédito sin 
costo alguno. Una alerta de fraude inicial es una alerta de un año que se coloca en el archivo de crédito de un 
consumidor. Al ver una alerta de fraude en el archivo de crédito de un consumidor, una empresa está obligada a 
tomar medidas para verificar la identidad del consumidor antes de otorgar nuevo crédito. Si los consumidores son 
víctimas de robo de identidad, tienen derecho a una alerta de fraude extendida, que es una alerta de fraude que 
dura siete años. Si los consumidores desean colocar una alerta de fraude, comuníquese con cualquiera de las tres 
principales agencias de informes de crédito que se enumeran a continuación. 

Como alternativa a una alerta de fraude, los consumidores tienen derecho de colocar un "congelamiento de crédito"
en su informe de crédito, lo cual prohibirá que una agencia de crédito divulgue información en el informe de 
crédito sin la autorización expresa del consumidor. El congelamiento de crédito está diseñado para evitar que se 
aprueben créditos, préstamos y servicios a nombre del consumidor sin su consentimiento. Sin embargo, los 
consumidores deben saber que al utilizar un congelamiento de crédito para controlar quién accede a la información 
personal y financiera en su informe de crédito, es posible que se demore, interfiera o prohíba la aprobación 
oportuna de cualquier solicitud o aplicación que hagan posteriormente para obtener un nuevo préstamo, crédito, 
hipoteca o cualquier otra cuenta que implique la extensión de crédito. De acuerdo con la ley federal, no se puede 
cobrar a los consumidores por colocar o levantar un congelamiento de crédito en su informe de crédito. Para 
solicitar un congelamiento de crédito, es posible que los individuos necesiten proporcionar algunos o todos los 
siguientes datos:

1. Nombre completo (incluyendo la inicial del segundo nombre, y cualquier sufijo como Jr., Sr., II, III, etc.); 
2. Número de Seguro Social; 
3. Fecha de nacimiento; 
4. Direcciones de los últimos dos a cinco años; 
5. Prueba de la dirección actual, como una factura de servicios públicos o una factura telefónica reciente; 
6. Una fotocopia legible de una identificación emitida por el gobierno (licencia de conducir o tarjeta de 

identificación estatal, etc.); 
7. Una copia del informe policial, informe de investigación o denuncia ante una agencia de aplicación de la ley

relacionada con el robo de identidad, si es víctima de robo de identidad. 

Si los consumidores desean colocar un congelamiento de crédito o una alerta de fraude, comuníquese con las tres 
principales agencias de informes de crédito que se enumeran a continuación:

Equifax Experian TransUnion 
https://www.equifax.com/personal/
credit-report-services/ https://www.experian.com/help/

https://www.transunion.com/credit-
help 

1-888-298-0045 1-888-397-3742 1-800-916-8800
Equifax Fraud Alert, P.O. Box 
105069 Atlanta, GA 30348-5069

Experian Fraud Alert, P.O. Box 
9554, Allen, TX 75013

TransUnion Fraud Alert, P.O. Box 
2000, Chester, PA 19016 

Equifax Credit Freeze, P.O. Box 
105788 Atlanta, GA 30348-5788 

Experian Credit Freeze, P.O. 
Box 9554, Allen, TX 75013

TransUnion Credit Freeze, P.O. 
Box 160, Woodlyn, PA 19094 

Información adicional 

Como una práctica recomendada, los consumidores deben cambiar todas las contraseñas de sus cuentas personales 
de forma regular, usar contraseñas seguras y evitar utilizar la misma contraseña para varias cuentas. Los 
consumidores pueden informarse más sobre el robo de identidad, las alertas de fraude, los congelamientos de 
crédito y las medidas que pueden tomar para proteger su información personal contactando a las agencias de 
informes de crédito, a la Comisión Federal de Comercio (FTC) o la Oficina del Fiscal General de su estado. Se 
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