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December 9, 2024 

VIA E-MAIL 

Office of the Attorney General Anthony Brown 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Idtheft@oag.state.md.us 

Re: State Breach Notification 

Dear Attorney General Anthony Brown: 

I am writing on behalf of my client Sabre GLBL Inc. (“Sabre”) to inform you of a security incident 

that may have involved personally identifiable information (PII) of residents in your state. 

On September 6, 2023, Sabre became aware that the confidentiality of some of its employee related 

information, including personal information maintained by Sabre, was compromised by an 

unauthorized third party and in some instances was posted on the dark web in a series of posts 

concluding in October 2023. Upon learning of the incident, Sabre took immediate action to activate 

its incident response protocols to investigate and promptly implement containment measures.

While undergoing this analysis, out 

of an abundance of caution, Sabre notified current employees of the incident and offered 

complementary credit monitoring services.

The information involved in this incident may have included details about the personal information 

of two hundred thirty-seven (237) Maryland residents. Particularly, the information involved may

have included name, Social Security number, date of birth, employment related information, 

financial account information, identification documents such as passport, driver’s license, or 

national ID numbers, and signature.

Sabre will begin notifying impacted individuals via U.S. Mail on or about December 9, 2024.
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Sabre is making available a complimentary two-year membership in an identity theft protection 

service for eligible affected individuals. Information about these services is contained in the 

notification letters to the potentially affected individuals.

A copy of a model notification letter addressed to the individuals is enclosed as Attachment A. 

***

WilmerHale has designated this letter as confidential because it contains confidential and 

proprietary business information that is exempt from a request under the Maryland Public 

Information Act ("MD PIA"). See Md. Ann. Code art. GP, § 4-101 et seq. We request that you 

take all available steps to prevent the disclosure of this letter to third parties.

We assert all available protections regarding this information so that it will not be released without 

Sabre’s written authorization. 

Sabre does not intend to, and does not, waive any applicable privilege. If it were found that any of 

the information provided constitutes disclosure of otherwise privileged matters such disclosure 

would be inadvertent. 

Please do not hesitate to contact me if you have any questions.

Sincerely, 

Benjamin A. Powell 

Enclosure 
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Attachment A 

FORM OF INDIVIDUAL NOTICE LETTER 



 
 

 

Re: Notice of Data Breach 

We are writing to inform you of an incident that may have involved some of your personal information.

WHAT HAPPENED?

On September 6, 2023, Sabre GLBL Inc. (“Sabre”) became aware that the confidentiality of some of its 
employee related information, including personal information maintained by Sabre, was compromised by an 
unauthorized third party that in some instances was posted on the dark web in a series of posts concluding in 
October 2023. 

Upon learning of the incident, Sabre took immediate action to activate its incident response protocols to 
investigate and promptly implement containment measures. 

Based 
on a complex and intricate data analysis process, Sabre recently determined that your personal information 
may have been accessed by the unauthorized third-party. 

WHAT INFORMATION WAS INVOLVED?

Protecting our employees’ personal information is of critical importance to Sabre. The personal information 
at issue related to your employment or related relationship with Sabre may include your name, Social Security
number, date of birth, employment related information, financial account number, identification documents 
such as passport, driver’s license, or national ID numbers, and signature. 

WHAT WE ARE DOING 

We would like to offer you free credit monitoring and identity theft protection services. We will pay for the 
cost of this service for 24 months so that it is free for you. We have attached steps on how to sign up for this 
free service.

You may take advantage of the below offering in addition to any other similar services to which you 
have previously enrolled. 
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Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589

December 9, 2024
Engagement Number:

Reference Number: [INTERNAL ID]
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Dear Sample A. Sample:










