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We are writing to notify you of a data security incident involving Maryland residents. Please find é}iﬁég
summary of information regarding the unauthorized breach below.

Approximate Date of the Incident and How the Breach was Discovered:

The data breach occurred between October 21 to October 25, 2024. The breach was discovered by our
information technology vendor in conjunction with our Director of Operations in early November.

Cause of Breach:

The data breach was the result of an employee’s interaction with a targeted spear fishing email. This
interaction occurred while the employee’s dual-factor authentication security was temporarily disabled
for Microsoft Office 365. The employee’s log-in credentials were captured by the phishing email. An
unauthorized individual was able to access the employee’s email inbox, which contained personal
information about our clients.

The dual-factor authentication for the employee’s access to the firm’s virtual private network (VPN) was
not disabled and therefore the unauthorized individuals were not able to gain access to our network
folders.

Number of Maryland Residents:

As known at the time of this notification, the data security incident involved 80 individuals residing in
Maryland. There was only one Maryland resident whose client’s name, social security number, and date
of birth could have potentially been obtained by the unauthorized individual. The breached personal
information for the remaining 79 Maryland residents was limited to their names, email addresses, and
financial institution account numbers. We are not aware of any resulting identity theft, fraud, or
financial losses to the consumers.

Steps Taken to Remedy Breach:

The employee’s log-in credentials were changed, and the dual-factor authentication for gaining access
to Microsoft Office 365 was reestablished. Going forward, the IT vendor will continuously monitor the
security settings of all the employees to ensure their dual-factor authentication status is active. The
firm has met with its IT vendor three times since the breach and is working on identifying and
implementing additional cyber security measures.
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Sample of the Notification to Affected Parties:

Cear Rosanna,

e want to bring to your oM 2 Yo ity issue that occurmed within Evermay. There have been
targeted “phishing scams” where unauthorized mdnaduals id have ially obtained your name, email
addresses, social security number, date of tirth, account number for Charles Schwab and other financial institutions
that were provided to us. Based on our IT dor’'s ve review. no data was extracted from cur network folders.

If you Tve an email app 1g o be from Evermay. especially one comaining attachments or links, and are not
expecting an emal from us. please give us 3 call to vesify the authenticity of the communication.

Please be sure to utilize your Evermay Client Portal to transmit any sensitive information. including credentials, bank
account information, social security numbers or other non-public personal information. YWe also recommend updating
your Charles Schwab password routmely.

Evermay has taken extensive measures to enhance our cybersecuriy protection. including ongoing efforts to identify
and address suspicious activity.

We sincerely apologize for any worry or inconvenience this mcident may cause. Please be assured that we take
information privacy very seriously and are commitied {o protecting your personal information. If you have any
Qu ONS Or please do not hesitate to contact your Evermay team at 70G-822-5668.

Best Regards,
Damon

Damon A. White .

Chief Operating Cfficer & Co-Founder
P: (703) $22-5698 | F: (702) 212-1110
evermayweaith.com
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A Richer Lite.
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We plan to contact the affected clients in the coming days with contact information for the major
consumer reporting agencies, the Federal Trade Commission and the Office of the Attorney General.

Please contact me if you have any questions.

Regards,

Ay A

Kris L. Sumner

Chief Compliance Officer
Evermay Wealth Management, LLC
(703) 576-8609
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