
 
 

 

 

  

 

 

 

PAMELA  C. GARMAN

P.O.  BOX  2529
BILLINGS,  MT  59103-2529
TELEPHONE:  (406)  252-3441
FACSIMILE:  (406)  256-0277
pgarman@crowleyfleck.com

January 8, 2025

January 8, 2025

VIA EMAIL

Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202
Idtheft@oag.state.md.us

RE:  Notice of Data Breach

To whom it may concern:

We represent Boyle, Deveny & Meyer PC (“BDM”) in connection with a data security incident 
that may have involved the personal information for one Maryland resident. While we have
completed our forensic investigation into this matter, we are currently investigating the scope of 
the incident and will supplement this notice if any new facts come to light. By providing this 
notice, BDM does not waive any rights or defenses as to the applicability of Maryland law, its 
data breach statute, or for personal jurisdiction within the state.

Nature of the Data Event

On or around October 18, 2024, BDM became aware of suspicious activity associated with an 
email account. BDM immediately took steps to ensure the security of the email account and 
launched an investigation into the security event, including the engagement of third-party
specialists.

After learning more through a diligent investigation into the incident, we subsequently
discovered that certain personally identifiable information was contained within the email 
account, which was accessed between October 16-18, 2024. On December 12, were able to
determine that certain files may have included personal information related to one Maryland 
resident. This includes the individual’s name and social security number.
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_________________________
Pamela C. Garman 

Notice to Maryland Residents

On January 8, 2025, BDM is proving written notice of this incident to one Maryland resident.
This notice included an offer for 24-months of complimentary credit monitoring and identity
theft services. Written notice is being provided in substantially the same form as the letter 
attached here as  Exhibit 1.

Additional Steps Taken

In response to this incident, BDM moved quickly to investigate and respond to the incident.
BDM engaged third-party specialists to conduct a thorough forensic investigation, assessed the 
security of its system, and diligently worked to identify potentially impacted individuals. BDM 
is re-evaluating their security policies and procedures to determine if there are any additional 
safeguards that can be implemented and have already taken steps to enhance security and reduce
the likelihood of a similar event occurring again in the future.

Contact Information

Should you have any questions regarding this notification or for further information or
assistance, please contact me at  pgarman@crowleyfleck.com  or (406) 252-3441.

Sincerely,

CROWLEY FLECK PLLP
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January 8, 2025

VIA U.S. Mail 
I l 

RE: NOTICE OF DATA BREACH 
IMPORTANT DATA SECURITY INCIDENT INFORMATION

Dear l: 

We greatly value your business and respect the privacy of your information, which 
is why we are writing to inform you that we recently learned of a data security incident 
that may have involved some of your personal information. 

What Happened?

On or around October 18, 2024, we became aware of suspicious activity associated with an 
email account. We immediately took steps to ensure the security of our systems and 
launched an investigation into the security event, including the engagement of third-party
specialists.

After learning more through a diligent investigation into the incident, we subsequently
discovered that certain personally identifiable information was contained within the email 
account, which was accessed between October 16-18, 2024. Upon further investigation, we
were able to determine that certain files may have included your information. 

What Information Was Involved?

Our review determined that the files at issue included your name in combination with your
social security number and/or driver’s license number. Please let us know if you have any
questions on this information or would like additional detail. 

What We Are Doing. 

In response to this incident, we engaged third-party specialists to conduct a thorough 
forensic investigation. We are dedicated to working to help you avoid or minimize any



negative consequences. We are re-evaluating our security policies and procedures to
determine if there are any additional safeguards that can be implemented and have already
taken steps to enhance our security and reduce the likelihood of a similar event occurring 
again in the future. We are dedicated to ensuring the privacy of information entrusted to us
and are reporting the incident to the appropriate state agencies. 

Although we have no information that any of the information identified above has been 
misused, we are offering you complementary access to twenty-four (24) months of credit 
monitoring and identity protection services in an abundance of caution.

What You Can Do. 

As a precautionary measure, we strongly recommend that you remain vigilant and take 
the following preventative measures to help detect and mitigate any misuse of your
information by reviewing your account statements, explanation of benefits, and credit 
reports closely. If you detect any suspicious activity on an account, you should promptly
notify the institution or company with which the account is maintained. You also should 
promptly report any fraudulent activity or any suspected incidence of identity theft to proper 
law enforcement authorities, which may include your local law enforcement, the Federal 
Trade Commission, or your state attorney general. 

Boyle, Deveny, & Meyer is providing each impacted individual with twenty-four (24)
months of credit monitoring and identity protection services through Experian 
IdentityWorks in an abundance of caution. More information on these services is contained 
in IdentityWorks Information Sheet attached to this letter. To enroll in these services at no
charge, please follow these instructions:

 Visit https://www.experianidworks.com/credit and follow the instructions provided.
 Use the following code to receive the services: -
 Engagement number: . 
 You must enroll by April 30, 2025, before 5 p.m. MDT. 

We also recommend that you obtain a free copy of your credit report from each of the three
major credit reporting agencies once every 12 months by
visiting http://www.annualcreditreport.com, calling toll-free 877-322-8228, or by
completing an Annual Credit Report Request Form and mailing it to Annual Credit Report 
Request Service, P.O. Box 105281, Atlanta, GA 30348. You can access the request form 
at https://www.annualcreditreport.com/requestReport/requestForm.action. Or you can elect 
to purchase a copy of your credit report by contacting one of the three national credit 
reporting agencies. Contact information for the three national credit reporting agencies for





the FTC is included in your notice. The Office of the Oregon Attorney General can be
reached: (1) by mail at 1162 Court St. NE, Salem, OR 97301; (2) by phone at (877) 877-
9392; or (3) online at https://www.doj.state.or.us/.

We sincerely regret this incident and any inconvenience it may cause. We will do everything 
we can to mitigate any negative consequences of this unfortunate incident. Thank you for 
your patience and understanding as we work through this process.

Sincerely, 

BOYLE, DEVENY, & MEYER PC

/s/ Conor Newman_____________
Conor Newman 
BOYLE, DEVENY, & MEYER PC
Phone: (406) 721-3555
Fax: (406) 549-9615




