
Stacy A. Cole 
D: 513.579.6463 
scole@kmklaw.com 

February 19, 2025

BY EMAIL ONLY TO IDTHEFT@OAG.STATE.MD.US

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Re: Incident Notification 

Dear Sir/Madam:

We are writing on behalf of our client, Hartson-Kennedy Inc. (“Hartson-Kennedy”), to 
notify the Office of the Maryland Attorney General of a recently discovered security incident that 
impacts one (1) Maryland resident. 

On October 9, 2024, Hartson-Kennedy was alerted to a dark web posting by an attacker
claiming to have accessed and removed data from its IT systems. Upon learning of the incident, 
Hartson-Kennedy immediately worked to successfully contain the intrusion and began its 
investigation with the help of legal and computer forensics teams. Through its investigation, 
Hartson-Kennedy learned the attacker accessed its systems starting on June 24, 2024, as a result 
of an employee clicking a malicious advertisement in an attempt to download a Web browser. As 
a result, the attacker was able to gain access to parts of Hartson-Kennedy’s network and view and 
take certain files relating to its current and former employees and their spouses and dependents.

Due to the large volume of data involved, Hartson-Kennedy engaged in months-long 
comprehensive data mining work, which was recently completed. On December 9, 2024, Hartson-
Kennedy mailed notifications to the individuals it initially identified as potentially impacted. 
Thereafter, data mining uncovered additional impacted individuals, including one (1) Maryland 
resident. On February 20, 2025, Hartson-Kennedy will be mailing letters in the same form as the 
enclosed to these additional impacted individuals. 

The information that may have been viewed or taken includes contact information, such as 
current and former employees, spouse, and dependent names, addresses, dates of birth, phone 
numbers, and emails, plus one or more of the following: healthcare-related information (only for
individuals notified on December 9, 2024), Social Security number, driver’s license or state or
other ID number, and/or financial account information.
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Hartson-Kennedy is providing 24 months of free single-bureau credit monitoring and fraud 
assistance services to all affected individuals, and has representatives available to take calls and 
answer questions related to the incident.

Please do not hesitate to contact us should you have any questions regarding this 
notification or the incident.

Sincerely, 

KEATING MUETHING & KLEKAMP PLL 

By: ________________________________
Stacy A. Cole 

Enclosures


















