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Via Electronic Mail to: idtheft@oag.state.md.us

March 5, 2025 

Anthony G. Brown, Attorney General 
Office of the Attorney General, State of Maryland
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Notice of Data Incident 

Dear Attorney General Brown: 

This letter is to provide you with information regarding unauthorized access or use of personal health 
information (“PHI”) involving Maryland residents ("impacted individuals"). CareFirst BlueCross BlueShield 
(“CareFirst”) is providing you with information regarding the unauthorized access or use as required by
Maryland Code §14-3501 et seq. 

CareFirst Privacy Office was notified on January 6, 2025, that member ID cards were erroneously mailed to 
another CareFirst member. We concluded our investigation on January 30, 2025, and found that an 
employee of CareFirst’s vendor, Fiserv, mistakenly changed a setting on a printing machine. This caused the 
machine to double-stuff envelopes. The member ID cards contained impacted individual’s name, address, 
member ID number, and group name for five (5) Maryland residents. 

The individual who received the information immediately reported the error to CareFirst and indicated they
would mail the ID cards back to CareFirst. CareFirst worked with the vendor to ensure that the issue was 
corrected to prevent mistakes like this from happening again. 

While we do not have any evidence that the information has been misused, to help protect their identity, 
we are offering a free two (2) year membership in Experian’s® IdentityWorksSM. 

CareFirst takes the privacy of its and its customers’ data extremely seriously. We will be notifying the 
impacted individuals and have provided you with the sample notice. If you have any questions or
concerns, please contact me at Todd.Cioni@carefirst.com or by phone at 410-528-7170.

Sincerely, 

P. Todd Cioni 
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We are committed to meeting the requirements of the law to protect and keep members’ health 
information private. Safeguarding our member’s PHI is something we take very seriously. We 
sincerely apologize and regret that this situation has occurred.

Please do not hesitate to contact our Privacy Director, Lauran Gregory at 410-528-5006 or
lauran.gregory@carefirst.com with any questions or concerns regarding this incident.

Sincerely,

P. Todd Cioni 
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INFORMATION ABOUT IDENTITY THEFT PROTECTION

We recom m end tha t you regu larly review sta tem ents from  your accounts and pe riod ica lly ob ta in your 
cred it report from one or m ore of the na tiona l cred it reporting com panie s. You m ay obta in a free copy of 
your cred it report on line a t www.annualcred itreport.com , by ca lling toll-free 1-877-322-8228, or by m ailing 
an  Annual Cred it Report Request Form  (ava ilab le a t www.annualcred itreport.com ) to: Annual Cred it Rep ort 
Request Se rvice , P.O. Box 105281, Atlan ta , GA, 30348-5281. You  m ay also obta in a copy of your cred it 
report by contacting one or m ore of the th ree na tiona l cred it reporting agencie s lis ted be low. 

Equifax: P.O. Box 740241, Atlan ta , Georgia 30374-0241, 1-888-Equifax (1-888-378-4329), 
www.equifax.com

Experian : P.O. Box 9532, Allen , TX 75013, 1-888-397-3742, www.expe rian .com
TransUnion : P.O. Box 1000, Cheste r, PA 19022, 1 (800) 916-8800, www.transun ion .com  

When you  rece ive your cred it reports , review them care fu lly. Look for accoun ts or cred itor inqu irie s tha t 
you did  not in itia te or do not recognize . Look for in form a tion , such as hom e address and Socia l Security
num ber, th a t is not accura te . If you see anyth ing you  do not unde rstand , ca ll the cred it reporting agency at 
the te lephone num ber on  the report. 

We recom m end you rem a in vigilan t with re spect to reviewing your account sta tem ents and  cred it reports . 
We also recom m end tha t you prom p tly report any susp icious activity or suspected  iden tity the ft to the
prope r law enforcem ent au thoritie s, includ ing loca l law enforcem ent, your sta te ’s a ttorney gene ra l and /or
the Fede ra l Trade Com m ission (FTC). You m ay contact the FTC or the Washin gton , DC Office of the
Attorney Gene ra l to ob ta in add ition a l in form a tion . 

Fede ra l Trade Com m ission , Consu m er Response Cente r, 600 Pennsylvan ia Avenue , NW, 
Wash ington , DC 20580, (1-877-IDTHEFT [1-877-438-4338]; TDD: 1-866-653-4261; or www.ftc.gov/id the ft).

Fraud Ale rts: For increased  p rotection  you m ay place a fraud ale rt on  your cred it file . Such  an  a le rt will 
p rom pt cred itors to con tact you be fore they open any new cred it or m ake changes to your account. The re
are a lso two types of frau d ale rts tha t you can place on your cred it report to pu t your cred itors on  notice
tha t you m ay be a victim  of fraud : an  in itia l a le rt and an extended  a le rt. You  m ay ask tha t an in itia l fraud
ale rt be p laced on  your cred it report if you suspect you have been , or are about to be , a victim of iden tity
the ft. An  in itia l fraud  a le rt s tays on  your cred it report for a t le ast 90 days. You m ay have an extended  a le rt 
p laced  on your cred it report if you  have a lready been a victim of iden tity the ft with the appropria te
docum entary proof. 

An extended fraud ale rt s tays on  your cred it report for 7 years. You can place a fraud ale rt on your cred it 
report by ca lling the toll-free fraud num ber of any of the th ree na tiona l cred it reporting agencie s listed
be low. 

Eq u ifa x: 1-800-525-6285, www.equifax.com
Exp e r ia n : 1-888-397-3742, www.expe rian .com
Tra n sUn ion : 1-800-680-7289, www.transun ion .com
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Credit Freezes: You m ay have the righ t to pu t a  cred it freeze , a lso known as a security freeze , on your
cred it file , so tha t no new cred it can  be opened in  your nam e withou t the use of a PIN num ber tha t is
issued to you when you in itia te a  freeze . A cred it freeze is de signed  to preven t poten tia l cred it gran tors
from  accessing your cred it report withou t your consen t. If you  p lace a cred it freeze , poten tia l cred itors and
othe r th ird partie s will not be ab le to ge t access to your cred it report un le ss you tem porarily lift the fre eze . 
The re fore , using a cred it freeze m ay de lay your ab ility to ob ta in cred it. Unlike a fraud ale rt, you m ust 
separa te ly p lace a  cred it freeze on your cred it file a t each  cred it reporting com pany. Placing, lifting, an d /or
rem oving a cred it freeze from your account is  com p le te ly free and will not a ffect your cred it score . Please
con tact the th ree na tiona l cred it reporting agencie s as specified be low to find out m ore in form ation :

Eq u ifa x: P.O. Box 105788, Atlan ta , GA 30348, www.equifax.com  
Exp e r ia n : P.O. Box 9554, Allen , TX 75013, www.expe rian .com /freeze
Tra n sUn ion : P.O. Box 2000, Cheste r, PA, 19022-2000, www.transun ion .com /cred it-freeze

You can  ob ta in m ore in form ation  abou t fraud  a le rts and  cred it freezes by contacting the FTC or one of the
th ree na tion a l cred it reporting agencie s listed above . 

The following in form ation should be included when  requesting a security freeze (docum enta tion for you
and  your spouse m ust be subm itted  when freezing a spouse ’s cred it report): fu ll nam e , with m idd le in itia l 
and  any suffixes; Socia l Security num ber; da te of b irth  (m onth , day, and year); curren t addre ss and  
previous addresse s for the past 5 years; and applicab le fee (if any) or incident report or com pla in t with a
law enforcem ent agency or the Departm ent of Motor Vehicle s. The request shou ld a lso include a copy of a
gove rnm ent-issued iden tifica tion card , such as a  d rive r’s license , sta te , or m ilita ry ID card , and a copy of a
u tility b ill, bank, or insurance sta tem ent. Each copy should be legib le , d isp lay your nam e and  curren t 
m ailing addre ss, and the date of issue (sta tem ent d a te s m ust be recen t). 

For r e s id e n t s of Ma ryla n d : You  m ay also obta in  in form a tion  about p reven tin g and  avoid ing iden tity the ft 
from  the Maryland Office of the Attorney Gene ra l: Maryland Office of the Attorney Gene ra l, Consu m er 
Protection Division  200 St. Pau l Place , Baltim ore , MD 21202, 1-888-743-0023, www.oag.sta te .m d.us. 


