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March 7, 2025 

VIA email to idtheft@oag.state.md.us 
Office of the Maryland Attorney General 
200 St. Paul Place 
Baltimore, MD 21202 

RE: Eric Buchanan & Associates, PLLC - Security Incident 

Dear Sir/Madam: 

I am writing on behalf of Eric Buchanan & Associates to notify you of a security incident involving the 
personal information of 4 Maryland residents.

On November 13, 2024, Eric Buchanan identified suspicious activity on its network systems and 
immediately took steps to begin investigating the incident and securing its environment. Eric Buchanan 
promptly engaged Shook, Hardy & Bacon as outside counsel, and Shook, in turn, engaged a leading digital-
forensics firm to assist in the investigation. The investigation subsequently determined that an 
unauthorized third party gained access to Eric Buchanan’s systems from September 4, 2024, to November 
13, 2024. 

Once it was determined that files were affected, a data-review firm was also engaged to determine what 
personal information, if any, was in those files. This review is ongoing, but an initial list of individuals was 
identified on January 30, 2025. Since then, Shook has been diligently working with Eric Buchanan to 
identify the correct addresses for the affected individuals and assess notification obligations. The 
investigation identified the following types of personal information: full names, contact information, dates 
of birth, Social Security numbers, financial account information, health insurance information, and medical 
information. 

On March 7, 2025, Eric Buchanan started mailing written notice to the affected individuals informing them 
that an unauthorized third party may have accessed some of their personal information, and we have 
attached templates of those notification letters. For individuals receiving notice whose Social Security
number or driver’s license was impacted, Eric Buchanan is providing a complimentary one-year 
membership to Experian IdentityWorks credit monitoring. A toll-free call center has also been established 
to field any questions individuals have about the incident. 

In addition to providing notice, Eric Buchanan has taken a variety of measures to bolster the security of its 
systems. For example, Eric Buchanan reset passwords, rebuilt the affected servers, and adopted additional 
technical safeguards. Law enforcement was also notified. 

Please contact me if you have any questions or need any additional information regarding this incident.

Sincerely, 

Jonathan Wilson 
Senior Counsel










