
FAMILY MATTERS. NO MATTER WHAT.®

March 10, 2025

VIA OVERNIGHT MAIL

Re: Incident Notification

Anthony G. Brown, Attorney General
Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

Dear Attorney General Brown:

Boston Mutual Life Insurance Company (“Boston Mutual”/ “the Company”) is writing to advise you of
an incident involving certain customer records administered by, Philadelphia American Life Insurance
Company, a Third Party Administrator (“TPA”) that administers accident claims on behalf of the
Company’s policyholders. Philadelphia American Life Insurance Company along with New Era Life
Insurance Company, New Era Life Insurance Company of the Midwest and Life of America Insurance
Company, collectively comprise New Era Enterprises, Inc., (“NEEI,” ). This incident was reported to
the Company on February 3, 2025. NEEI, recently reported the same incident on behalf of their
respective companies.

This incident impacted six (6) of our customers residing in Maryland. Details of the incident are
outlined below. Boston Mutual continues to work closely with New Era to better understand what
occurred and what measures are being taken to prevent such incidents in the future. Customers have
been mailed letters (see attached sample) advising them of the incident and offering complimentary
credit monitoring services via Experian IdentityWorksSM Credit 3B. The length of monitoring complies
with any state requirements.

What Happened?

On December 18, 2024, NEEI identified suspicious activity in its Information Technology network. NEEI
immediately initiated its incident response protocols, which included isolating certain systems and
beginning an investigation with assistance from a third-party cybersecurity firm. The investigation
determined that an unauthorized person accessed NEEI’s IT network between December 9, 2024, and
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December 18, 2024, and, during that time, copied certain files from its systems. NEEI analyzed the data
that may have been involved, which recently concluded on January 31, 2025.

What Information Was Involved?
Through this analysis, NEEI identified files containing data of certain Maryland residents who are Boston
Mutual policyholders, and had submitted a claim between January 1, 2024 and December 18, 2024 had
been copied. The data that may have been involved varied based on the individual and, included their

What is Being Done?
On February 3, 2025 NEEI notified Boston Mutual of the incident and has been working with the
Company to identify impacted claimants. On March 10, 2025, NEEI commenced mailing notifications to
Maryland residents via U.S. First-Class mail, on behalf of Boston Mutual and is notifying six (6) Maryland
residents in accordance state law. NEEI has established a dedicated, toll-free call center for individuals
to call with questions. NEEI is offering credit monitoring through Experian to Maryland residents whose
information may have been compromised. An example notification is enclosed.

To prevent future incidents of this nature from occurring again, NEEI has implemented, and will continue
to adopt, additional safeguards and technical security measures to further protect and monitor its systems.

Please do not hesitate to contact me if you have any questions regarding this matter.

VP, Chief Compliance, Privacy and
Anti-Money Laundering Officer

iristine illiams

Enclosure
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