
SURGCENTER.
OF WESTERN MARYLAND

By: U.S. Mail and Email (ldtheft@oag.state.md.us)

Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

To whom it may concern,

We have recently learned that some personal information of SurgCenter of Western Maryland’s patients may have
been exposed in a security incident. Under an abundance of caution, SurgCenter of Western Maryland is giving
you notice of that incident.

What Happened?

On January 31, 2025, Precision Orthopedics Management, one of SurgCenter of Western Maryland’s former
owners, advised us that Precision Orthopedics Management was subject to a data breach incident via a phishing
attempt on one of their email accounts. They determined that the account included an secure email from
SurgCenter of Western Maryland which contained operational information deemed necessary for the owners to
review.

An attachment to that email included the names, dates of birth, a description of the services provided at
SurgCenter of Western Maryland, the name of the treating provider, and other treatment or diagnostic information
for as many as 354 individuals. The attachment did not include any financial information or social security
numbers. It was determined that during the incident, the email and/or the attachment might have been accessed
during the incident, although Precision advised that it was unable to confirm if the attachment itself was accessed.
While the incident occurred in September of 2024, Precision Orthopedics Management did not become aware of
the incident until after it was no longer an owner. Precision Orthopedics Management gave us notice of the
incident at the conclusion of their investigation.

Our Investigation

Based on that information, SurgCenter of Western Maryland began its own investigation of the incident. After a
thorough review of our physical, administrative, and technical security standards and consulting with independent
IT professionals, we concluded that SurgCenter of Western Maryland did not experience a breach and that its
information security was intact. With the understanding that Precision Orthopedics Management has already
given notice to both you and 84 of the 354 individuals separately under their reporting obligations, we concluded
that an additional 270 Maryland residents out of the 354 individuals may have had their personal information
accessed in the Precision Orthopedics Management incident These 270 residents were not given notice of the
incident by Precision Orthopedics Management.

Following th'e delivery of this letter to you, we will provide each of these 270 residents with a copy of the
attached letter and advise them of the resources available to assist them in maintaining the privacy of their
information.
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