
LEWIS BRISBOIS BISGAARD & SMITH LLP

March 12, 2025

VIA ONLINE FORM

Attorney General Anthony G. Brown
Office of the Attorney General
200 St. Paul Place
Baltimore, MD 21202

Ross Molina
Ross.Molina@lewisbrisbois.com

Direct: 504.267.2211

Email: IDThefttn oaa.state.md.us

Re: Notification of Data Security Incident

To Whom It May Concern:

Lewis Brisbois represents IKAV Energy, Inc., a renewable assests management company located in
Durango, Colorado, in conjunction with a recent data security incident described in greater detail
below. The purpose of this letter is to notify you of the incident in accordance with the Maryland data
breach notification law.

1. Nature of the Security Incident

IKAV Energy Inc. (“IKAV”) experienced a network disruption on December 6, 2024. Upon
discovering the incident, we immediately took steps to secure the network environment and engaged
cybersecurity experts to conduct an investigation. The investigation subsequently determined that
certain files may have been acquired without authorization. After an exhaustive, comprehensive
review of the data potentially impacted in this incident, which concluded on February 13, 2025, it
was determined that some customers’ personal information was present in the impacted data set. We
then took steps to notify those customers of the incident as quickly as possible.

2. Type of Information and Number of Maryland Residents Affected

IKAV notified eighteen (18) residents of Maryland of this data security incident via first class U.S.
mail on March 12, 2025. The information accessed and potentially acquired by the unauthorized
actor responsible for this incident may have included names and Social Security numbers. A sample
copy of the notification letter sent to these individuals is included with this correspondence.

ARIZONA •CALIFORNIA •COLORADO •CONNECTICUT •DELAWARE •FLORIDA •GEORGIA •ILLINOIS •INDIANA •KANSAS •KENTUCKY •LOUISIANA

•MASSACHUSETTS •MASSACHUSETTS •MINNESOTA •MISSOURI •NEVADA •NEWJERSEY •NEWMEXICO •NEWYORK •NORTHCAROLINA •OHIO

• OREGON • PENNSYLVANIA • RHODE ISLAND • TEXAS • UTAH • VIRGINIA • WASHINGTON • WASHINGTON D.C. • WEST VIRGINIA












